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About this information product

Purpose

This preface provides an overview of this information product, which isAtlsatel-Lucent
Security Management Server (SMS) Installation Guide.

The purpose of thélcatel-Lucent Security Management Server (SMS) Installation Gside
to explain how to install the Alcatel-Lucent Security Management Server (SMS)
application.

How to use this information product

This document is divided into chapters that describe how to install the SMS on a
Microsof® Window®, Microsoff® Vista®, Sur® Solaris®, and Linux server platform,
respectively.

This Installation Guideis organized as follows:

Chapter Title Description

Chapter 2, “SMS on aMicrosoftf® Window® | Describes how to install the SMS applicatig
Server Platform” on a host runningvlicrosoft® Window& XP
Professional oWwindow® Server 2003.
Includes hardware and software
requirements, pre-installation requirements,
and detailed installation procedures for a
new and upgrade installation for both a
Primary SMS and redundant SMS
configurations. Also provides
post-installation configuration requirements
and how to access the SMS application on
your PC desktop. Also provides a procedur
for manually un-installing the SMS from a
de-commissioned server as needed.
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About this information product

Chapter Title

Description

Chapter 3, “SMS on aMicrosoff® Vista®
Server Platform”

Describes how to install the SMS applicatic
on a host runningvlicrosoft® Vista®.

Includes hardware and software
requirements, pre-installation requirements,
and detailed installation procedures for a
new and upgrade installation for both a
Primary SMS and redundant SMS
configurations. Also provides
post-installation configuration requirements
and how to access the SMS application on
your PC desktop. Also provides a procedur
for manually un-installing the SMS from a
de-commissioned server as needed.

>

D

Chapter 4, “SMS on &urP Solaris® Server
Platform”

Describes how to install the SMS applicatic
on a host running th&urP Solaris® Release
9 or 10 operating system. Describes
hardware and software requirements for
installing SMS on aSolaris® server
platform, pre-installation requirements, and
and detailed installation procedures for a
new and upgrade installation for both a
Primary SMS and redundant SMS
configurations. Also provides
post-installation configuration requirements
and how to access the SMS application on
your PC desktop. Also provides a procedur
for manually un-installing the SMS from a
de-commissioned server as needed.

=]

D

Chapter 5, “SMS on a Linux Server
Platform”

>

Describes how to install the SMS applicatic
on a host running Red Hat Enterprise Linux
4 (RHEL4) or Red Hat Enterprise Linux 5
(RHELDS). Includes hardware and software
requirements, pre-installation requirements,
and detailed instructions for a new and
upgrade installations on a Linux platform
server. Also provides post-installation
configuration requirements and how to
access the SMS application on your PC
desktop. Also provides a procedure for
manually un-installing the SMS from a
de-commissioned server as needed.

Appendix A, “Registering SMS Software
License Keys and Obtaining Installation
Keys”

This appendix provides instructions on how
to register the SMS product and software
license key, and obtain an installation key,
which is needed to install a new or upgraded
SMS release or feature option.

Appendix B, “SMS Hardening Guidelines”

This appendix provides general security
hardening recommendations for the SMS and
server operating system.




Chapter Title Description

Appendix C, “License Terms for Third Party This appendix contains information about
Software” licensing terms and agreements for third
party software.

Supported Brick devices

The following available Brick models are supported by the current SMS release:
e Alcatel-LucentVPN Firewall Brick" Model 20 Security Appliance

e Alcatel-LucentVPN Firewall BricK" Model 50 Security Appliance

e Alcatel-LucentVPN Firewall Brick" Model 150 Security Appliance

e Alcatel-LucentVPN Firewall BrickK" Model 350 Security Appliance

e Alcatel-LucentVPN Firewall BrickK" Model 1100/1100A Security Appliance

e Alcatel-LucentVPN Firewall Brick" Model 700 Security Appliance

e Alcatel-LucentVPN Firewall Brick" Model 1200 Standard and HS VPN Security
Appliances

Important! Note: only later Model 20 Brick devices are supported with this release.
Model 20 Bricks that have 6-8 MB of RAM and 8 MB of flash are not supported with
this release.

Some of the above Brick device models require a specific patch of the current SMS release in order
to be fully supported. For details about the SMS patch release required for a specific Brick device
model, refer to théJser's Guidefor the Brick device model or contact your Alcatel-Lucent

customer support team representative for more information.

Related information

The Alcatel-Lucent Security Management Server (SMS) Installation Gsigart of a set of
documents that support the SMS.

An online version of this document set, in PDF format, is available through the Help
feature of the SMS application software.

Documentation

The document set that supports the SMS application consists of the following documents:

e Alcatel-Lucent Security Management Server (SMS) Policy Guwitieeh instructs users
how to create security policies and set up VPN tunnels on Alcatel-Lu¢Bht
Firewall Brick™ Security Appliances.

e Alcatel-Lucent Security Management Server (SMS) Administration Guitieh
instructs users how to administer the SMS application.

e Alcatel-Lucent Security Management Server (SMS) Installation Guilieh instructs
users how to install the SMS application.
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How to order

Alcatel-Lucent Security Management Server (SMS) Reports, Alarms, and Logs Guide
which instructs users how to use log files, configure triggers and actions to generate
alarms, and how to compile and view reports.

Alcatel-Lucent Security Management Server (SMS) Tools and Troubleshooting Guide
which instructs users how to use the Command Line Interface (CLI) commands.

Alcatel-Lucent Security Management Server (SMS) Technical Ovemigieh provides
a general technical description of the Alcatel-Lucent VPN Firewall solution.

To order SMS information products, contact your Alcatel-Lucent Technologies customer
team representative or contact Alcatel-Lucent at one of the following telephone numbers:

From the United States, call 888-582-3688, prompt 1.
From Canada, call 317-322-6616.

From Europe, the Middle East, Asia, Africa, the Pacific, China, the Caribbean, and
Latin America, call 317-322-6416.

Safety information

This information product contains hazard statements for your safety. Hazard statements are
given at points where safety consequences to personnel, equipment, and operation may
exist. Failure to follow these statements may result in serious consequences.

How to comment

To comment on this information product, go to tBaline Comment Form
(http://www.lucent-info.com/comments/enust e-mail your comments to the Comments
Hotline (comments@alcatel-lucent.com).


http://www.lucent-info.com/comments/enus/
http://www.lucent-info.com/comments/enus/

1 Safety Information

Structure of hazard statements

Overview

Hazard statements describe the safety risks relevant while performing tasks on
Alcatel-Lucent products during deployment and/or use. Failure to avoid the hazards may
have serious consequences.

General structure

Hazard statements include the following structural elements:

Ao

Lifting this equipment by yourself can result in injury
due to the size and weight of the equipment.

Always use three people or a lifting device to transport

and position this equipment. [ABC123]
Item Structure element Purpose
1 Personal-injury symbol Indicates the potential for peedanjury
(optional)
2 Hazard-type symbol Indicates hazard type (optional)
3 Signal word Indicates the severity of the hazard




Safety Information

Item Structure element Purpose

4 Hazard type _ I_Describes the source of the risk of damage or
injury

5 Damage statement Consequences if protective measutes fai

6 Avoidance message Protective measures to take to avoidahard

7 Identifier

The reference ID of the hazard statement
(optional)

Signal words

The signal words identify the hazard severity levels as follows:

Signal word Meaning

DANGER Indicates an imminently hazardous situation (higtk which, if not
avoided, will result in death or serious injury.

WARNING Indicates a potentially hazardous situation (muedirisk) which, if
not avoided, could result in death or serious injury.

CAUTION When used with the personal injury symbol:

Indicates a potentially hazardous situation (low risk) @fiif not
avoided, may result in personal injury.

When used without the personal injury symbol:

Indicates a potentially hazardous situation (low risk) @fhiif not
avoided, may result in property damage, such as serviceruggon
or damage to equipment or other materials.

[



2 SMS on aMicrosoftt Window® Server
Platform

Overview

Purpose

This chapter explains how to install or upgrade the SMS application on a
MicrosofWindow# server platform. It also includes a procedure for manually
un-installing the SMS as needed.

Contents

Introduction 4
Hardware Requirements 6
Software Requirements 7
Pre-Installation Requirements (Clean Installations) 8
To Install the SMS Application (Clean Installation) 10
To Manually Un-Install SMS 16

To Upgrade the SMS Software 17
What To Do Next 23




SMS on a Microsoft® Windows® Server Platform

Introduction

Overview

The SMS application can be installed on a host runmitigrosoff® Window® XP
Professional or Server 2003.

Release 9.4 can be installed as a first time (clean) installation or as an upgrade.

This chapter provides step-by-step instructions for installing the SMS application as:

e a Primary SMS. Use this procedure to install a single SMS or the first SMS in a
multi-site SMS redundancy configuration

e a Secondary SMS associated with a Primary SMS in a redundant pair or as part of a
multi-site SMS redundancy configuration

e a Compute Server associated with a Primary or Secondary SMS

Upgrades

.' CAUTION
0K Service-disruption hazard

Security Precaution

It is highly recommended that the SMS server be protected with a Brick device and that as
little as possible be put on the same trusted subnet as the SMS.

SMS configurations

The SMS can be deployed in one of the following configurations:

e A Primary SMS (stand-alone configuration)

e A Primary SMS and Secondary SMS (in a redundant configuration)

e A Primary SMS and up to three Secondary SMSs (Multi-Site configuration)

e A Primary SMS and up to three Secondary SMSs, each with up to five Compute
Servers (Compute Server configuration)

Multi-Site SMS configuration

A multi-site SMS configuration consists of a Primary SMS and up to three Secondary
SMSs. The Primary SMS and Secondary SMS (s) share the same database, which is
updated periodically across the network. The Primary SMS and Secondary SMS(s) are
simultaneously active, synchronizing status and configuration at the same time.

Compute servers

To maximize scalability of the SMS/Brick security solution, the SMS provides the option

of adding a separate set of servers called Compute Servers (CSs), which are associated with
a Primary or Secondary SMS and act as collection points for Brick log traffic. Using a CS

to collect Brick log data frees up computing resources on the SMS itself and extends the
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number of Brick devices and total log traffic that can be handled. Each Brick device
managed by the SMS can be homed to one of the associated CSs or the managing SMS for
logging purposes.

Up to five CSs can be configured for a Primary or Secondary SMS.

Implementing Primary SMS/Secondary SMS configurations

During the installation of the Secondary SMS, there is a point at which the Secondary SMS
attempts to contact the Primary SMS to replicate the Primary SMS database on the
Secondary SMS. If the Secondary SMS cannot contact the Primary SMS, correct the
problem and retry the operation on the Secondary SMS.

For reasons of security, we strongly recommend that you deploy a Brick déxi¢ent”
of the Primary and Secondary SMS(s) to protect all servers.

To ensure that the Primary SMS and Secondary SMS(s) can contact each other through
both Brick devices, follow the course of action outlined below when you order the
installation:

1. Install the Primary SMS first. The two installation procedures in this chapter provide
step-by-step instructions for a new installation and an upgrade installation.

2. Once the Primary SMS is operational, use it to configure two Bricks and assign the
pre-configured ruleseadministrativezongo the ports that will be connected to the
SMS. Refer to theConfiguring Brick Portssection in theSMS Administration Guide
for instructions on how to do this.

3. Connect the Primary SMS to the port on one Brick, and the host that will be the
Secondary SMS to the port on the other. Then, deploy the two Bricks: the primary
SMS and the host that will be the Secondary SMS in the network.

4. To ensure that the Primary SMS and remote host can communicate, add a ping rule
(dir=both, source=*, dest=*, service=ping_request,action=pass the
administrativezoneuleset, and then ping the host from the SMS. Once the ping is
successful, remove the rule for security reasons. (Refer tBtick Zone Rulesets
section in theSMS Policy Guiddor instructions on how to create a rule.)

5. When you have established that the two SMS servers can communicate, install the
Secondary SMS.

[



SMS on a Microsoft® Windows® Server Platform

Hardware Requirements

Minimum hardware requirements

Regardless of which operating system you are running, the host on which you install the

SMS application must meet the following minimum hardware requirements:

e 400 MHz Pentium processor

e 512 MB of RAM

e Swap space at least as large as the amount of RAM

e 1 GB free space on an NTFS partition

e CD-ROM drive

e 3.5 inch floppy drive, USB port, or serial port. For information on the hardware
required to boot specific Lucent Brick device models, consultuker’'s Guidefor the
specific Brick or contact your Alcatel-Lucent customer support team representative.

e Ethernet interface card

e Video card capable of 1024 x 768 resolution (65,535 colors)

Important! Because of the memory requirements of SMS R9.4, older Brick 20 models
with only 8 MB of RAM may not be able to be configured with all features.

To verify the amount of RAM on the Brick device, log into the Brick device via the
remote console and run thid spTay mem command.

If you are managing many Brick devices, supporting many IPSec clients, or generating large
amounts of audit data, you may require additional memory. Refer t&iting Guidelineappendix
in the SMS Administration Guid® help you determine how much additional memory you may
need.

One optional piece of equipment you may want to consider is a modem. Having a modem in the
host allows you to set up alarms that page an administrator when a problem is encountered. If you
decide to add a modem, it must be Hayes-compatible and configured so that it cannot accept
incoming calls and cannot be shared by other services, such as a Remote Access Server.

[



Software Requirements

Required software components

The following software is required to run the SMS application on a Microdéftdow&
platform:

e Window® XP Professional and Service Pack 1 2, or 3Window® Server 2003 and
Service Pack 4 or higher.

e A hard drive with at least one NTFS partition. The drive can have the FAT file system
installed, but it must have at least one NTFS partition to hold the SMS software.

In addition, the following software is not required, but is highly recommended:

e A browser such asicrosof® Internet Explore® or Firefox to view SMS reports and
display the on-line help.

e Adobe Acrobat Reader. This application is required to display the on-line manuals.

Installations on a Windows® Server 2003 platform

If you are installing the SMS application oméndow$ Server 2003 platform, do not
install Terminal Server iwindow&. An error message is generated when attempting to
install SMS and it does not work.

Security patches

It is strongly recommended that you install security patches on a regular basis to keep
security on your machine up-to-date. Use caution when installing service packs. It is not
guaranteed that the current SMS software can be installed or run with new service packs.

(]



SMS on a Microsoft® Windows® Server Platform

Pre-Installation Requirements (Clean Installations)

Overview
Before you proceed with the actual installation of the SMS application for the first time on
a host, some pre-installation steps are required:
1. Install the service pack.
2. Resolve potential web server port conflicts.
3. Install Adobe Acrobat Reader.
4. Obtain the SMS installation keys.

Install the service pack

Check the host that you are using to see if the correct service pack is installed. If it is not,
you must install the appropriate service pack before beginning the installation. Service
packs can be downloaded from thecrosoff® website.

Resolve potential web server port conflicts

The SMS application contains a web server which will conflict with any existing web
server currently active on the host machine. If there is another web server running on the
SMS host (such aMlicrosoff® Internet Information Server or Apache), you must either:

e Shut the web server down
e Check system services and set the Startup Type to Manual or Disabled rather than
Automatic so that the web server will not start up when the OS is rebooted.

Port 80 is the default SMS web server port. In the event that another web server is already
using port 80 (such as Apache), you must either change the port on that web server or
select a different port when configuring the SMS web server.

Install Adobe Acrobat Reader

Adobe Acrobat Reader is required to view the on-line documentation that is provided with
the application. A copy of this application can be downloaded from the Adobe website,
http://www.adobe.com.

Obtain the SMS installation keys

To install the SMS application, two keys are required:

e Software license key
The software license key is provided with the SMS application. You will need this key
to register the product and to obtain the installation key, which is required to perform
the installation.

e Installation key
The installation key is required to install the product.



Pre-Installation Requirements (Clean Installations)

For complete instructions on how to register a software license key and obtain an
installation key, refer tdAppendix A, “Registering SMS Software License Keys and
Obtaining Installation Keys”

There are six categories of installation keys available, depending on the type of installation
you are performing. The six categories are:

e Primary SMS (Clean Install)

e Upgrade for Primary SMS

e Secondary SMS associated with a Primary SMS (Clean Install)
e Upgrade for Secondary SMS associated with a Primary SMS

e Compute Server SMS (Clean Install)

e Upgrade for Compute Server SMS

The installation key that you enter, which sets parameters affecting the operation of the
SMS, cannot be changed.

You will be prompted to enter the software installation key during the installation process.
If you have purchased any optional feature licenses, refer to the proc8auregister a
software license key and obtain an installation key for upgrade or feature option” (p. 101)
in Appendix A, “Registering SMS Software License Keys and Obtaining Installation Keys”
for instructions on how to register these license keys and obtain installation keys that you
will use to enable these features on your SMS. Optional features are enabled after the
software installation/upgrade is complete, using the New Feature Setup utility.

To enable optional features, run the New Feature Setup utility on the Primary SMS after
you finish the software installation process and enter your optional feature installation keys.
Optional features enabled on the Primary SMS are also automatically enabled on all
associated Secondary and Compute Server SMS machines. It may be necessary to restart
services to enable some features.

For more information on New Feature Setup, refer tolesv Feature Setupection in the
SMS Administration Guide

Software patches and documentation updates

It is a good idea to check the VPN Firewall Product Registration and Support website
(https:/Ivpn-firewall-brick.alcatel-lucent.com) periodically for patches and documentation
updates issued since you purchased the product.

If you are installing the SMS application for the first time, the installation keys that you

will receive are only for an initial installation of the current software release. If you are
upgrading from an earlier release of the SMS software, these installation keys are only for
an upgrade to the current software release. When installing a patch version of the SMS
application, you do not need an installation key.
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To Install the SMS Application (Clean Installation)

When to use

Use this procedure to install the SMS application for the first time on a host.

Before you begin

Before you begin this task, if you are installing a Secondary or Compute Server SMS, you
must first:

1. Install the Primary SMS, using this procedure.

2. Log into the Primary SMS and add the Secondary or Compute Server SMS to the
LSMSs and LSCSs folder using the exact SMS Name, IP Address, and installation key
that will be used to install it. For instructions on how to add a Secondary or Compute
Server SMS, refer to th8MS Administration Guide

Procedure

Use the following procedure to install the SMS application for the first time on a host.

With the CD-ROM in the drive, open the Windows Explorer and locate this directory on
the CD-ROM:

Windows
Double-click the fileLSMS-9.4.xxx.ex&here xxx is the build number of the software.

This is the installation program. Windows that indicate the progress of the unpacking and
setup during these processes are displayed first.

Result: Upon completion of these processes a Welcome window is displayed.

Read the text in the Welcome window, and when you are finished, slisk to continue
with the installation.

Scroll through the Software License Agreement, and if it is acceptable, ticko
proceed.

Result: The Installation Key window is displayed.

Enter the installation key applicable to this SMS that you obtained from the VPN Firewall
Product Registration and Support website (https://vpn-firewall-brick.alcatel-lucent.com) and



To Install the SMS Application (Clean Installation)

click Next. Refer to the'Obtain the SMS installation keys” (p. &ection for the types of
installation keys available.

Result: The program verifies the key, and then displays the Choose Destination
Location window.

The Root Directory for the Alcatel-Lucent Security Management Server window allows you
to specify where the SMS software will be installed. The defaultiésms

Click Next to do this, or click theBrowse button and enter a new destination location
before clickingNext.

Result: Once you have indicated the directory, tvaere do you want the logs to
go? window is displayed.

The destination directory for the SMS application must reside on an NTFS partition. If
not, you will have to select another directory that is on an NTFS partition, or terminate
the installation and run th@/indow® convert utility on the partition on which you

want to install the SMS software.

The Where do you want the logs to go?  window allows you to specify the folder where
the SMS logs will be stored. If you chose the default in the previous step, this selection
defaults to:c:\isms\Imf

You may either accept this selection, or click tB®wse button and enter a new
destination location before clickingext.

After completing the installation, you may elect to redefine the location ofdpelirectory

or everftp the logs to another machine. Either of these changes can be done through the
SMS Configuration Assistant. Refer to thising the Configuration Assistachapter in the
SMS Administration Guidéor more details.

The Select Program Folder window allows you to select the folder in which the SMS
application will appear on the Windows Start menu. The defaulAlisitel-Lucent
Security Management Server

It is recommended that you accept the default. Chielt to do this, or select another
directory from the Existing Folders and then clikxt.

Result: The What You Should Know about this Release window is displayed.

Read the Release Notes, which gives important information regarding this release. When
finished, clickNext.
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Result: Installation of the files will now begin. While the files are being installed, a
progress screen will indicate the status of the installation.

When the installation is complete, clichkk.

Result: The SMS Web Server Configuration window is displayed.

The SMS Web Server Configuration window allows you to select the type of web server to
be installed and the port to be used:

e Type. Enter the type of web server. The choices |dT&P (the default) andHTTPS,
which relies on a digital certificate and is substantially more secure. If administrators
will be logging into the SMS remotely, it is a good idea to WETPS. (To obtain and
install a digital certificate, refer to thBigital Certificatessection in theSMS Policy
Guide)

e Port. Enter the web server port. The default valug® the standard port for HTTP;
443 is the standard port for HTTPS. If you are using HTTPS, or if port 80 is already
in use, you can change the port.

After you have made your choices, clitlext to continue with the installation.

Result: The SNMP Agent Configuration window is displayed.

The SMS SNMP Agent Configuration window allows you to choose the port that the SMS
SNMP agent will use. The SMS SNMP agent is used for remote monitoring of the SMS
and Brick devices.

The default value i461, which is the standard port for SNMP. You can change this if port
161 is already in use by another SNMP application.

When you have made your choice, clisiext to continue with the installation.

For more information on how the SMS interacts with SNMP, refer toSN&P appendix
in the SMS Reports, Logs and Alarms Guide

The Select SMS Type window shows the following information:

e SMS IP Address . The application is able to detect all of the available IP addresses
configured on the machine. Choose the desired address from the drop down box.

e SMS Name. This field defaults to the SMS Machine name, but you may override it
and type your own selection.

e SMS Type. Based on the installation key entered, eitheémary SMS , Secondary
SMS, or Compute Server SMS is selected and the others are grayed out.
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To Install the SMS Application (Clean Installation)

If the installation is a Primary SMS, the installation will proceed immediatel@tep 17

If the installation is either a Secondary SMS or a Compute Server installation, you will be
asked to enter the IP address for either the Primary SMS or the SMS to which the Compute
Server will home. The program will perform the additional steps required and proceed to
Step 20

If the Secondary SMS cannot contact the Primary SMS, or the Compute Server cannot
contact its associated SMS, the installation program prompts you to retry with a different
IP address. If you cannot enter a valid IP address, you must terminate the installation
program using the Task Manager. The inability to contact the specified IP address may
indicate a network problem that must be corrected before proceeding with the installation.

For security reasons, the Secondary SMS must be installed/upgraded within 7 days of
installing/upgrading a Primary SMS. After more than 7 days, the installation or upgrade of
a secondary will fail because the Primary SMS does not allow the Secondary SMS to
copy/replicate the database. To allow database replication, you must open a command line
window on the primary, cd to the installation directory, and enter the following command:

local\bin\allowSecondarySetup

Result For Secondary SMS or Compute Server installations, the SMS services are
initialized. Go toStep 20

For Primary SMS installations, the installation program begins to initialize the database.
This process will take several minutes.

A master key is generated and displayed in the lower half of the SMS Setup screen. The
purpose of the master key is to protect the root certificate used to authenticate
communication between the SMS and the Brick devices that it mandgés. the master

key down and keep it in a secure pladeu will need the key to recover if you should
forget the Administrator password and become locked out of the SMS.

Result: The installation program displays the Enter Admin ID window so that you may
create an SMS Administrator ID and password.

Create an Administrator ID and password by entering information into the following fields:

e Admin ID . This is the initial ID used to log into the SMS. It can contain a maximum
of 16 characters. Keep a record of the Admin ID in a secure place. You will need it to
log into the SMS after installation is complete. Once you log in with this initial 1D,
other administrator IDs can be created, if desired.

e Password . The password is needed to complete the login. Enter the password, and
then enter it again for verification purposes. The password can contain up to 42
characters. It is case-sensitive, so you must enter the password exactly the same each
time.
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Click OK to accept your choice.

Result: When the initial installation is complete, the
Initial Installation Complete notification is displayed. You must click
Continue at the bottom of the dialog box for the installation to proceed.

Result: The SMS services are initialized. While the services are starting, a progress bar
indicates the status of the effort.

Important! In some cases, even if the installation is successfully completed, you may
receive the following message:

This program might not have installed correctly
followed by a series of options. If this occurs, choose
This program installed correctly to proceed with the installation.

When all SMS services have been successfully started, licko continue.

Result: If the installation is successful, a window similar to the following is displayed.

Your SMS URL is http://135.222.142.117:80/LSMS

s The Alcatel-Lucent Security Management Server Setup is almost
_— complete.
ol The Alcatel-Lucent Security Management Server URL is
URL http:#/135.222.142.117:80/L5MS

Alcatel-Lucent

IV | would like to run the Configuration Assistant.

Checkbox

Click Finish to complete the Alcatel-Lucent Security
Management Server Setup.

< Back I Finish I

The URL of the SMS is shown at the top of the window. It consists of the IP address
and port entered, and the directory that contains the SMS software. You will need this
URL in order for your administrators to download the SMS Remote Navigator from a
browser to their remote machines (see Remote Administratioohapter in theSMS
Administration Guidg



To Install the SMS Application (Clean Installation)

By default, the box labeletiwould like to run the Configuration Assistant is
checked. If you leave the box checked and clidkish , the Configuration Assistant is

displayed.

If you un-check the box before clickinginish , the Configuration Assistant is not
displayed, and the system returns to Wadow$ desktop.

Configuration Assistant

The Configuration Assistant allows you to set certain system-wide parameters. You can
open the Configuration Assistant now to change SMS system parameters now, or keep
the default parameter settings and modify them at a later point.

For additional details about the Configuration Assistant, refer tocSiH&S
Administration Guide

END OF STEPS
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To Manually Un-Install SMS

When to use

This procedure is not required or recommended for upgrading to the current “official” SMS
release that you purchased. As part of its software upgrade program, the SMS automatically
installs, upgrades to the current release, and un-installs the previous SMS release.

However, if you have installed an Evaluation copy of the SMS software, you should
manually un-install the Evaluation copy using this procedure before upgrading to an
“official” SMS release. You should skip Step 2 of this procedure if you want to preserve
your configuration data.

This procedure can be used, for example, to manually un-install the SMS software from a
de-commissioned server.

Task

Complete the following steps to manually un-install the SMS.

1 The SMS can be un-installed via teld or Remove Programs utility of the Window$
Control Panel by selectingAlcatel-Lucent Security Management Server  and clicking
Remove.

2 For final removal, you can move to backup or delete the contents of the SMS directory
(Example:c:\isms\Imf).

END OF STEPS



To Upgrade the SMS Software

When to use

Use this procedure to upgrade to the current SMS software release.

Before you begin

Before you begin this procedure, it is recommended that you perform a manual backup of
the Primary SMS database in the event of a system failure during the upgrade installation.

For instructions on how to perform a manual backup of the SMS database, refer to the
Manual Backupsection of theSMS Administration Guide

Should you need to restore the backed up Primary SMS database, referTm Restore
SMS Data on a Primary SM&ection in theSMS Administration Guide

Procedure
Use the following procedure to upgrade to the current SMS software release.

1 With the CD-ROM in the drive, open th&/indow$ Explorer and locate this directory on
the CD-ROM:

Windows
2 Double-click the fileLSMS-9.4.xxx.exeherexxx is the build number of the software.

This is the installation program. Windows that indicate the progress of the unpacking and
setup during these processes are displayed first.

Result: Upon completion of these processes a Welcome window is displayed.

3 Read the text in the Welcome window, and when you are finished, slésk to continue
with the installation.

4 Scroll through the Software License Agreement, and if it is acceptable, aticko
proceed.

Result: The Installation Key window is displayed.

5 Enter the installation key applicable to this SMS that you obtained from the VPN Firewall
Product Registration and Support website (https://vpn-firewall-brick.alcatel-lucent.com) and
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click Next. Refer to the'Obtain the SMS installation keys” (p. &ection for the types of
installation keys available.

Result: The Select Program Folder window is displayed.

Select the folder in which the SMS application will appear on\ttiadow® Start menu.
The default isAlcatel-Lucent Security Management Server .

It is recommended that you accept the default. Chielt to accept the default, or type a
different folder name and clickiext.

Result: The What You Should Know about this Release window is displayed.

Read the Release Notes, which gives important information regarding this release. When
finished, clickNext.

Result: A message window is displayed, indicating that a previous version of the SMS
already exists on the host.

Click OK.
Result: The old SMS files are removed. The Uninstall Programs screen is displayed.
When the uninstall process is completed, cl@k.

Result: Installation of the files will now begin. While the files are being installed, a
progress screen will indicate the status of the installation.

When the installation is complete, clickk.
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To Upgrade the SMS Software

Result: The SMS Web Server Configuration window is displayed.

The SMS Web Server Configuration window allows you to select the type of web server to

be installed and the port to be used:

e Type. Enter the type of web server. The value fgpe defaults to the value specified
during the initial installation of the SMS. The choices &ETP andHTTPS, which
relies on a digital certificate and is substantially more secure. If administrators will be
logging into the SMS remotely, it is a good idea to WETPS. (To obtain and install
a digital certificate, refer to th®igital Certificatessection in theSMS Policy Guidg

e Port. Enter the web server port. The value fasrt defaults to the value specified
during the initial installation of the SMS. The standard port value for HTT80jshe
standard port value for HTTPS #&13. If you are usingHTTPS, or if port 80 is already
in use, you can change the port value.

Click OK to retain the current values fdlype andPort, or enter new values and click
OK.

Important! The values for the Web ServeélyPE and PORT can be changed using the
SMS Configuration Assistant after successful completion of the software upgrade.

Result: The Select SMS Type field is displayed next.

The Select SMS Type window shows the following information:

e SMS IP Address . The application is able to detect all of the available IP addresses
configured on the machine. The value of this field defaults to the one chosen during
the initial installation of the SMS. If you wish to change the default address, choose
the desired address from the drop down box.

e SMS Name. This field displays the SMS Machine name. The value of this field
defaults to the one chosen during the initial installation of the SMS. Change this field
value if desired.

e SMS Type. Based on the installation key entered, eitReémary SMS Secondary
SMS, or Compute Server SMS is selected and the others are grayed out.

e Primary SMS . This field is displayed if you are upgrading a Secondary SMS or
Compute Server SMS with the IP Address of the associated SMS (Primary for
Secondary SMS or Home SMS for Compute Server).

If the upgrade installation is for a Primary SMS, goStep 14 If the upgrade installation

is for a Secondary SMS or a Compute Server, the system prompts you for the IP adddress

of the Primary SMS or the SMS to which the Compute Server will home. The program
performs the additional steps required. If you are upgrading a secondary or Compute
Server, the SMS services are initialized. After all SMS services are started,3fedl6
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Result: The Upgrade Options window is displayed.

Select one of the following upgrade types (this prompt is displayed only if you are
upgrading a Primary SMS):

Normal upgrade . If you know an Admin ID and password from the previous version
of the SMS, click the radio button for this option. You will be prompted to enter the
Admin ID and password.

Forgot password . If you forgot the Admin password from the previous release — but
know the master key — select this option. You will be prompted to create a new
password.

Forgot master key . If you forgot the Admin password from the previous release —
and do not know the master key — choose this option. You will have to create a new
password for each administrator, and then make new USB drives or floppies and
reboot each Brick from a USB drive or floppy.

After selecting one of the upgrade types, clicéntinue .

Result: The upgrade installation program proceeds to the final phase of the upgrade.
The SMS services are initialized. While the services are starting, a progress bar
indicates the status of the services initialization.

Important! In some cases, even if the installation is successfully completed, you may
receive the following message:

This program might not have installed correctly
followed by a series of options. If this occurs, choose
This program installed correctly to proceed with the installation.

When all SMS services have been successfully started, clicko continue.



Checkbox

To Upgrade the SMS Software

Result: If the installation is successful, a window similar to the following is displayed.

Your SMS URL is http:/7135.222.142.117:80/LSMS

P The Alcatel-Lucent Security Management Server Setup is almost
| complete.
The Alcatel-Lucent Security Management Server URL is
http:#/135.222.142.117:80/LSMS

Alcatel-Lucent

IV | would like to run the Configuration Assistant.

Click Finish to complete the Alcatel-Lucent Security
Management Server Setup.

ZBack IWI

The URL of the SMS is shown at the top of the window. It consists of the IP address
and port entered, and the directory that contains the SMS software. You will need this
URL in order for your administrators to download the SMS Remote Navigator from a
browser to their remote machines (see R@mote Administratiosection in theSMS
Administration Guidg

By default, the box labeletiwould like to run the Configuration Assistant is
checked. If you leave the box checked and clidkish , the Configuration Assistant is
displayed.

If you un-check the box before clickinginish , the Configuration Assistant is not
displayed, and the system returns to Wadow$ desktop.

Configuration Assistant

The Configuration Assistant allows you to set certain system-wide parameters. You can
open the Configuration Assistant now to change SMS system parameters now, or keep
the default parameter settings and modify them at a later point.

For additional details about the Configuration Assistant, refer tocSiH&S
Administration Guide .
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END OF STEPS



What To Do Next

Overview

Congratulations! You have successfully installed or upgraded the required software and
have a working SMS running the current software release. The installation accomplished
the following:
1. It placed an entry calleflicatel-Lucent Security Management Server  in the Programs
folder on theWindow# Start menu.
This entry enables you to:
e Run the SMS application using the SMS Navigator or, if previously installed, the
SMS Remote Navigator
e Open the local SMS Log Viewer
e Access the four SMS utilities (Configuration Assistant, New Feature Setup, SMS
Service Status, and SMS Schedule Editor)
e Start and stop the SMS services
e Restart SMS services

2. It created an SMS Administrator account with full privileges that you or another
administrator, can use to log into the SMS and begin work.

You are now ready to begin deploying Brick devices in your network as firewalls and VPN
tunnel endpoints. The best place to begin is @edting Startecchapter in theSMS
Administration Guide

The Getting Startecchapter in theSMS Administration Guidexplains how to log on and

off the SMS, and describes the basics about using the SMS software in detail. It also
provides guidelines for setting up the objects using the SMS interface and explains where
to find information in the SMS documents to enable you to perform basic tasks.

If you have purchased any optional feature licenses, run the New Feature Setup utility on
the Primary SMS to install the optional feature installation keys to enable the features. For
more information about the New Feature Setup utility, refer toNleg Feature Setup

section in theSMS Administration Guide

(]
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Purpose

This chapter explains how to install or upgrade the SMS application Micmsoff® Viste®
server platform. It also includes a procedure for manually un-installing the SMS as needed.
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SMS on a Microsoft® Vista® Server Platform

Introduction

Overview
The SMS application can be installed on a host runmitigrosoff® Viste®.

On Microsoff® Viste® hosts, Release 9.4 is can be installed as a first time (clean)
installation or as an upgrade. The host may already be runninilittresoft® Viste®

operating system when the SMS application is installed, or the host operating system may
be converted fronMicrosoff® Window# to Vista™ before the SMS application is installed.

This chapter provides step-by-step instructions for installing the SMS application as:

e a Primary SMS. Use this procedure to install a single SMS or the first SMS in a
multi-site SMS redundancy configuration

e a Secondary SMS associated with a Primary SMS in a redundant pair or as part of a
multi-site SMS redundancy configuration

e a Compute Server associated with a Primary or Secondary SMS

Important! If Visté® User Account Control (UAC) is enabled (which is the default),
and you run the SMS application usingvastaé® standard user or administrator account,
you may be prompted via screens for permission or credentials (such as a valid local
administrator password) to run any SMS function/feature after it is instalistd®

UAC is designed to prevent unauthorized access of your computer by users or
malicious software programs, with changes in Yhstad® operating system that can
restrict standard user accounts or administrator accounts, without permission or
authorization, from performing certain activities or running applications.

If this is the case, respond to the UAC screen prompt by allowing the SMS application
to be run or by entering a valid administrator password, based on what is requested.

If you encounter prompting for permission to run the SMS application each time after
it is installed, it may be advisable to disablesté® UAC, depending on the security
requirements of your local operational environment.

Upgrades

.' CAUTION
0K Service-disruption hazard

Security Precaution

It is highly recommended that the SMS server be protected with a VPN Firewall and that
as little as possible be put on the same trusted subnet as the SMS.

SMS configurations

The SMS can be deployed in one of the following configurations:
e A Primary SMS (stand-alone configuration)
e A Primary SMS and Secondary SMS (in a redundant configuration)
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e A Primary SMS and up to three Secondary SMSs (Multi-Site configuration)

e A Primary SMS and up to three Secondary SMSs, each with up to five Compute
Servers (Compute Server configuration)

Multi-Site SMS configuration

A multi-site SMS configuration consists of a Primary SMS and up to three Secondary
SMSs. The Primary SMS and Secondary SMS (s) share the same database, which is
updated periodically across the network. The Primary SMS and Secondary SMS(s) are
simultaneously active, synchronizing status and configuration at the same time.

Compute servers

To maximize scalability of the SMS/Brick security solution, the SMS provides the option

of adding a separate set of servers called Compute Servers (CSs), which are associated with
a Primary or Secondary SMS and act as collection points for Brick log traffic. Using a CS

to collect Brick log data frees up computing resources on the SMS itself and extends the
number of Brick devices and total log traffic that can be handled. Each Brick device
managed by the SMS can be homed to one of the associated CSs or the managing SMS for
logging purposes.

Up to five CSs can be configured for a Primary or Secondary SMS.

Implementing Primary SMS/Secondary SMS configurations

During the installation of the Secondary SMS, there is a point at which the Secondary SMS
attempts to contact the Primary SMS to replicate the Primary SMS database on the
Secondary SMS. If the Secondary SMS cannot contact the Primary SMS, correct the
problem and retry the operation on the Secondary SMS.

For reasons of security, we strongly recommend that you deploy a Brick dérid¢ent”
of the Primary and Secondary SMS(s) to protect all servers.

To ensure that the Primary SMS and Secondary SMS(s) can contact each other through
both Brick devices, follow the course of action outlined below when you order the
installation:

1. Install the Primary SMS first. The two installation procedures in this chapter provide
step-by-step instructions for a new installation and an upgrade installation.

2. Once the Primary SMS is operational, use it to configure two Bricks and assign the
pre-configured ruleseddministrativezongo the ports that will be connected to the
SMS. Refer to theConfiguring Alcatel-Lucent VPN Firewall Brick™ Security
Appliance Portssection in theSMS Administration Guidéor instructions on how to do
this.

3. Connect the Primary SMS to the port on one Brick, and the host that will be the
Secondary SMS to the port on the other. Then, deploy the two Bricks: the primary
SMS and the host that will be the Secondary SMS in the network.
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4.

To ensure that the Primary SMS and remote host can communicate, add a ping rule
(dir=both, source=*, dest=*, service=ping_request,action=pass the
administrativezoneuleset, and then ping the host from the SMS. Once the ping is
successful, remove the rule for security reasons. (Refer tBtick Zone Rulesets
section in theSMS Policy Guiddor instructions on how to create a rule.)

When you have established that the two SMS servers can communicate, install the

Secondary SMS.
[



Hardware Requirements

Minimum hardware requirements

The host on which you install the SMS application that is running onMitgosof® Viste®
operating system must meet the following minimum hardware requirements:

e 800 MHz 32-bit (x86) or 64-bit (x64) processor

e 1GB of RAM

e Swap space at least as large as the amount of RAM

e 20 GB hard drive that has at least 15 GB of available disk space fovitid®
operating system and at least 1 GB free space on an NTFS partition for the SMS
software

e Internal or external DVD/CD drive

e 3.5 inch floppy drive, USB port, or serial port. For information on the hardware
required to boot specific Lucent Brick device models, consultker’'s Guidefor the
specific Brick or contact your Alcatel-Lucent customer support team representative.

e Ethernet interface card

e Video card capable of 1024 x 768 resolution (65,535 colors)
Important! Because of the memory requirements of SMS R9.4, older Brick 20 models
with only 8 MB of RAM may not be able to be configured with all features.

To verify the amount of RAM on the Brick device, log into the Brick device via the
remote console and run thid spTay mem command.

If you are managing many Brick devices, supporting many IPSec clients, or generating large
amounts of audit data, you may require additional memory. Se&ittieg Guidelinesppendix in
the SMS Administration Guide help you determine how much additional memory you may need.

One optional piece of equipment you may want to consider is a modem. Having a modem in the
host allows you to set up alarms that page an administrator when a problem is encountered. If you
decide to add a modem, it must be Hayes-compatible and configured so that it cannot accept
incoming calls and cannot be shared by other services, such as a Remote Access Server.

(]
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Software Requirements

Required software components
The following software is required to run the SMS application ddierosoff® Vistd®
platform:
e Window# Viste® with Service Pack 1 or 2

e A hard drive with at least one NTFS partition. The drive can have the FAT file system
installed, but it must have at least one NTFS partition to hold the SMS software.

In addition, the following software is not required, but is highly recommended:

e A browser such asicrosoff® Internet Explore® or Firefox to view SMS reports and
display the on-line help.

e Adobe Acrobat Reader. This application is required to display the on-line manuals.
Security patches

It is strongly recommended that you install security patches on a regular basis to keep
security on your machine up-to-date. Use caution when installing service packs. It is not
guaranteed that the current SMS software can be installed or run with new service packs.

[



Pre-Installation Requirements (Clean Installations)

Overview
Before you proceed with the actual installation of the SMS application for the first time on
a host, some pre-installation steps are required:
1. Resolve potential web server port conflicts.
2. Install Adobe Acrobat Reader.
3. Obtain the SMS installation keys.

Resolve potential web server port conflicts

The SMS application contains a web server which will conflict with any existing web

server currently active on the host machine. If there is another web server running on the

SMS host (such ablicrosoff® Internet Information Server or Apache), you must either:

e Shut the web server down

e Check system services and set the Startup Type to Manual or Disabled rather than
Automatic so that the web server will not start up when the OS is rebooted.

Port 80 is the default SMS web server port. In the event that another web server is already
using port 80 (such as Apache), you must either change the port on that web server or
select a different port when configuring the SMS web server.

Install Adobe Acrobat Reader

Adobe Acrobat Reader is required to view the on-line documentation that is provided with
the application. A copy of this application can be downloaded from the Adobe website,
http://www.adobe.com.

Obtain the SMS installation keys

To install the SMS application, two keys are required:

e Software license key
The software license key is provided with the product. You will need this key to
register the product and to obtain the installation key, which is required to perform the
installation.

e Installation key
The installation key is required to install the product.

For complete instructions on how to register a software license key and obtain an
installation key, refer tAppendix A, “Registering SMS Software License Keys and
Obtaining Installation Keys”

There are six categories of installation keys available, depending on the type of installation
you are performing. The six categories are:

e Primary SMS (Clean Install)

e Upgrade for Primary SMS
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e Secondary SMS associated with a Primary SMS (Clean Install)
e Upgrade for Secondary SMS associated with a Primary SMS

e Compute Server SMS (Clean Install)

e Upgrade for Compute Server SMS

The installation key that you enter, which sets parameters affecting the operation of the
SMS, cannot be changed.

You will be prompted to enter the software installation key during the installation process.
If you have purchased any optional feature licenses, refer to the proc8auregister a
software license key and obtain an installation key for upgrade or feature option” (p. 101)
in Appendix A, “Registering SMS Software License Keys and Obtaining Installation Keys”
for instructions on how to register these license keys and obtain installation keys that you
will use to enable these features on your SMS. Optional features are enabled after the
software installation/upgrade is complete, using the New Feature Setup utility.

To enable optional features, run the New Feature Setup utility on the Primary SMS after
you finish the software installation process and enter your optional feature installation keys.
Optional features enabled on the Primary SMS are also automatically enabled on all
associated Secondary and Compute Server SMS machines. It may be necessary to restart
services to enable some features.

For more information on New Feature Setup, refer totesv Feature Setupection in the
SMS Administration Guide

Software patches and documentation updates

It is a good idea to check the VPN Firewall Product Registration and Support website
(https://vpn-firewall-brick.alcatel-lucent.com) periodically for patches and documentation
updates issued since you purchased the product.

If you are installing the SMS application for the first time, the installation keys that you

will receive are only for an initial installation of the current software release. If you are
upgrading from an earlier release of the SMS software, these installation keys are only for
an upgrade to the current software release. When installing a patch version of the SMS
application, you do not need an installation key.

(]



To Install the SMS Application (Clean Installations Withr8er
Running Microsoft® Vista®)

When to use
Use this procedure to install the SMS application for the first time on a host that is already
running Microsoft® Viste®.

Before you begin

Before you begin this task, if you are installing a Secondary or Compute Server SMS, you
must first:

1. Install the Primary SMS, using this procedure.

2. Log into the Primary SMS and add the Secondary or Compute Server SMS to the
LSMSs and LSCSs folder using the exact SMS Name, IP Address, and installation key
that will be used to install it. For instructions on how to add a Secondary or Compute
Server SMS, refer to thEMS Administration Guide

Procedure
Use the following procedure to install the SMS application for the first time on a host.

1 With the SMS CD-ROM in the drive, open thdsta#® Explorer and locate this directory on
the CD-ROM:

Windows
2 Double-click the fileLSMS-9.4.xxx.exehere xxx is the build number of the software.

This is the installation program. Windows that indicate the progress of the unpacking and
setup during these processes are displayed first.

Result: Upon completion of these processes a Welcome window is displayed.

3 Read the text in the Welcome window, and when you are finished, Blésk to continue
with the installation.

4 Scroll through the Software License Agreement, and if it is acceptable, vticko
proceed.
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Result: The Installation Key window is displayed.

Enter the installation key applicable to this SMS that you obtained from the VPN Firewall
Product Registration and Support website (https://www.lucent-ipsec.com) andNebck

Refer to the"Obtain the SMS installation keys” (p. &ection for the types of installation
keys available.

Result: The program verifies the key, and then displays the Choose Destination
Location window.

The Root Directory for the Alcatel-Lucent Security Management Server window allows you
to specify where the SMS software will be installed. The defaultiésms

Click Next to do this, or click theBrowse button and enter a new destination location
before clickingNext.

Result: Once you have indicated the directory, Wvaere do you want the logs to

go? window is displayed.

The destination directory for the SMS application must reside on an NTFS partition. If
not, you will have to select another directory that is on an NTFS partition, or terminate

the installation and run the Vista convert utility on the partition on which you want to
install the SMS software.

The Where do you want the logs to go? window allows you to specify the folder where the
SMS logs will be stored. If you chose the default in the previous step, this selection
defaults to:c:\isms\Imf

You may either accept this selection, or click tBe®wse button and enter a new
destination location before clickinigext.

After completing the installation, you may elect to redefine the location of g

directory or everf'ftp” the logs to another machine. Either of these changes can be done
through the SMS Configuration Assistant. Refefising the Configuration Assistant
chapter in theSMS Administration Guidér more details.

The Select Program Folder window allows you to select the folder in which the SMS
application will appear on th¥ista® Start menu. The default SMS Applications

It is recommended that you accept the default. Chielkt to do this, or select another
directory from the Existing Folders and then cliskxt.
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To Install the SMS Application (Clean Installations With Server Running
Microsoft® Vista®)

Result: The What You Should Know about this Release window is displayed.

Read the Release Notes, which gives important information regarding this release. When
finished, clickNext.

Result: Installation of the files will now begin. While the files are being installed, a
progress screen will indicate the status of the installation.

When the installation is complete, click.

Result: The SMS Web Server Configuration window is displayed.

The SMS Web Server Configuration window allows you to select the type of web server to
be installed and the port to be used:

e Type. Enter the type of web server. The choices @T@P (the default) andHTTPS,
which relies on a digital certificate and is substantially more secure. If administrators
will be logging into the SMS remotely, it is a good idea to WSETPS. (To obtain and
install a digital certificate, refer to thBigital Certificatessection in theSMS Policy
Guide)

e Port. Enter the web server port. The default valuds the standard port for HTTP;
443 s the standard port for HTTPS. If you are using HTTPS, or if port 80 is already
in use, you can change the port.

After you have made your choices, clitlext to continue with the installation.
Result: The SNMP Agent Configuration window is displayed.

The SMS SNMP Agent Configuration window allows you to choose the port that the SMS
SNMP agent will use. The SMS SNMP agent is used for remote monitoring of the SMS
and Brick devices.

The default value i461, which is the standard port for SNMP. You can change this if port
161 is already in use by another SNMP application.

When you have made your choice, clislext to continue with the installation.

For more information on how the SMS interacts with SNMP, refer toSNP appendix
in the SMS Reports, Logs and Alarms Guide
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The Select SMS Type window shows the following information:

e SMS IP Address . The application is able to detect all of the available IP addresses
configured on the machine. Choose the desired address from the drop down box.

e SMS Name. This field defaults to the SMS Machine name, but you may override it
and type your own selection.

e SMS Type. Based on the installation key entered, eitReémary SMS Secondary
SMS, or Compute Server SMS is selected and the others are grayed out.

If the installation is a Primary SMS, the installation will proceed immediatel$tep 17

If the installation is either a Secondary SMS or a Compute Server installation, you will be
asked to enter the IP address for either the Primary SMS or the SMS to which the Compute
Server will home. The program will perform the additional steps required and proceed to
Step 20

If the Secondary SMS cannot contact the Primary SMS, or the Compute Server cannot
contact its associated SMS, the installation program prompts you to retry with a different
IP address. If you cannot enter a valid IP address, you must terminate the installation
program using the Task Manager. The inability to contact the specified IP address may
indicate a network problem that must be corrected before proceeding with the installation.

For security reasons, the Secondary SMS must be installed/upgraded within 7 days of
installing/upgrading a Primary SMS. After more than 7 days, the installation or upgrade of
a secondary will fail because the Primary SMS does not allow the Secondary SMS to
copy/replicate the database. To allow database replication, you must open a command line
window on the primary, cd to the installation directory, and enter the following command:

local\bin\allowSecondarySetup

Result For Secondary SMS or Compute Server installations, the SMS services are
initialized. Go toStep 20

For Primary SMS installations, the installation program begins to initialize the database.
This process will take several minutes.

A master key is generated and displayed in the lower half of the SMS Setup screen. The
purpose of the master key is to protect the root certificate used to authenticate
communication between the SMS and the Brick devices that it man#gés. the master

key down and keep it in a secure pla¥eu will need the key to recover if you should
forget the Administrator password and become locked out of the SMS.



To Install the SMS Application (Clean Installations With Server Running
Microsoft® Vista®)

Result: The installation program displays the Enter Admin ID window so that you may
create an SMS Administrator ID and password.

18 Create an Administrator ID and password by entering information into the following fields:

e Admin ID. This is the initial ID used to log into the SMS. It can contain a maximum
of 16 characters. Keep a record of the Admin ID in a secure place. You will need it to
log into the SMS after installation is complete. Once you log in with this initial 1D,
other administrator IDs can be created, if desired.

e Password . The password is needed to complete the login. Enter the password, and
then enter it again for verification purposes. The password can contain up to 42
characters. It is case-sensitive, so you must enter the password exactly the same each
time.

19  Click OK to accept your choice.

Result: When the initial installation is complete, tHnitial Installation Completé
notification is displayed. You must clickontinue at the bottom of the dialog box for
the installation to proceed.

Result: The SMS services are initialized. While the services are starting, a progress bar
indicates the status of the effort.

20 Important! In some cases, even if the installation is successfully completed, you may
receive the following message:

This program might not have installed correctly
followed by a series of options. If this occurs, choose
This program installed correctly to proceed with the installation.

When all SMS services have been successfully started, Clicko continue.
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Result: If the installation is successful, a window similar to the following is displayed.

Your SMS URL is http://135.222.142.117:80/LSMS
P The Alcatel-Lucent Security Management Server Setup is almost
_— | complete.
URL =g The Alcatel-Lucent Security Management Server URL is

http://135.222.142.117:80/LSMS

Alcatel-Lucent

IV | would like to run the Configuration Assistant.

Checkbox

Click Finish to complete the Alcatel-Lucent Security
Management Server Setup.

< Bank I Finish I

The URL of the SMS is shown at the top of the window. It consists of the IP address
and port entered, and the directory that contains the SMS software. You will need this
URL in order for your administrators to download the SMS Remote Navigator from a
browser to their remote machines (see Remote Administratioohapter in theSMS
Administration Guidg

By default, the box labeletiwould like to run the Configuration Assistant is
checked. If you leave the box checked and ckakish , the Configuration Assistant is
displayed.

If you un-check the box before clickinginish , the Configuration Assistant is not
displayed, and the system returns to Wistd® desktop.

Configuration Assistant

The Configuration Assistant allows you to set certain system-wide parameters. You can
open the Configuration Assistant now to change SMS system parameters now, or keep
the default parameter settings and modify them at a later point.

For additional details about the Configuration Assistant, refer tdSiH&
Administration Guide

END OF STEPS



To Manually Un-Install SMS

When to use

Task

This procedure is not required or recommended for upgrading to the current “official” SMS
release that you purchased. As part of its software upgrade program, the SMS automatically
installs, upgrades to the current release, and un-installs the previous SMS release.

However, if you have installed an Evaluation copy of the SMS software, you should
manually un-install the Evaluation copy using this procedure before upgrading to an
“official” SMS release. You should skip Step 2 of this procedure if you want to preserve
your configuration data.

This procedure can be used, for example, to manually un-install the SMS software from a
de-commissioned server.

Complete the following steps to manually un-install the SMS.

The SMS can be un-installed via teld or Remove Programs utility of the
Vist#®Control Panel by selectingAlcatel-Lucent Security Management Server — and
clicking Remove.

For final removal, you can move to backup or delete the contents of the SMS directory
(Example:c:\isms\Imf).

END OF STEPS
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To Upgrade the SMS Software

When to use

Use this procedure to upgrade to the current SMS software on a host that is already
running Microsof® Vistd®.

Before you begin

Before you begin this task, if you are upgrading a Secondary or Compute Server SMS, you
must first upgrade the Primary SMS using this procedure.

Procedure
Use the following procedure to upgrade to the current SMS software release.

1 Manually back up the current SMS database to a USB drivigpaserver using théackup
database utility. For instructions on how to perform a manual backup of the SMS database,
refer to theManual Backupsection of theSMS Administration Guide

3 With the SMS CD-ROM in the drive, open thésta® Explorer and locate this directory on
the CD-ROM:

Windows
4 Double-click the fileLSMS-9.4.xxx.exeherexxx is the build number of the software.

This is the installation program. Windows that indicate the progress of the unpacking and
setup during these processes are displayed first.

Result: Upon completion of these processes a Welcome window is displayed.

5 Read the text in the Welcome window, and when you are finished, siésk to continue
with the installation.

6 Scroll through the Software License Agreement, and if it is acceptable, tticko
proceed.
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To Upgrade the SMS Software

Result: The Installation Key window is displayed.

Enter the installation key applicable to this SMS that you obtained from the VPN Firewall
Product Registration and Support web site (https://www.lucent-ipsec.com) andNebck
Refer to the"Obtain the SMS installation keys” (p. &ection for the types of installation
keys available.

Result: The Select Program Folder window is displayed.

Select the folder in which the SMS application will appear on\sa® Start menu. The
default iISSMS Applications .

It is recommended that you accept the default. Chielt to accept the default, or type a
different folder name and clickiext.

Result: The What You Should Know about this Release window is displayed.

Read the Release Notes, which gives important information regarding this release. When
finished, clickNext.

Result: A message window is displayed, indicating that a previous version of the SMS
already exists on the host.

Click OK.
Result: The old SMS files are removed. The Uninstall Programs screen is displayed.
When the uninstall process is completed, cl@k.

Result: Installation of the files will now begin. While the files are being installed, a
progress screen will indicate the status of the installation.

When the installation is complete, clicK.
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Result: The SMS Web Server Configuration window is displayed.

Select one of the following upgrade types (this prompt is displayed only if you are
upgrading a Primary SMS):

Normal upgrade . If you know an Admin ID and password from the previous version
of the SMS, click the radio button for this option. You will be prompted to enter the
Admin ID and password.

Forgot password . If you forgot the Admin password from the previous release — but
know the master key — select this option. You will be prompted to create a new
password.

Forgot master key . If you forgot the Admin password from the previous release —
and do not know the master key — choose this option. You will have to create a new
password for each administrator, and then make new USB drives or floppies and
reboot each Brick from a USB drive or floppy.

After selecting one of the upgrade types, clicéntinue .

Result: The upgrade installation program proceeds to the final phase of the upgrade.
The SMS services are initialized. While the services are starting, a progress bar
indicates the status of the services initialization.

Important! In some cases, even if the installation is successfully completed, you may
receive the following message:

This program might not have installed correctly
followed by a series of options. If this occurs, choose
This program installed correctly to proceed with the installation.

When all SMS services have been successfully started, clicko continue.



To Upgrade the SMS Software

Result: If the installation is successful, a window similar to the following is displayed.

Your SMS URL is http:/7135.222.142.117:80/LSMS

_— The Alcatel-Lucent Security Management Server Setup is almost
_— | complete.
URL =l The Alcatel-Lucent Security Management Server URL is

http://135.222.142.117:80/LSMS

Alcatel-Lucent

IV | would like to run the Configuration Assistant.

Checkbox

Click Finish to complete the Alcatel-Lucent Security
Management Server Setup.

< Bank I Finish I

The URL of the SMS is shown at the top of the window. It consists of the IP address
and port entered, and the directory that contains the SMS software. You will need this
URL in order for your administrators to download the SMS Remote Navigator from a
browser to their remote machines (see Remote Administratioohapter in theSMS
Administration Guidg

By default, the box labeletlwould like to run the Configuration Assistant is
checked. If you leave the box checked and ckakish , the Configuration Assistant is
displayed.

If you un-check the box before clickinginish , the Configuration Assistant is not
displayed, and the system returns to Wistd® desktop.

Configuration Assistant

The Configuration Assistant allows you to set certain system-wide parameters. You can
open the Configuration Assistant now to change SMS system parameters now, or keep
the default parameter settings and modify them at a later point.

For additional details about the Configuration Assistant, refer tdSiHi&S
Administration Guide .

END OF STEPS
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What To Do Next

Overview

Congratulations! You have successfully installed or upgraded the required software and
have a working SMS running the current software release. The installation accomplished
the following:
1. It placed an entry calleflicatel-Lucent Security Management Server  in the Programs
folder on theVisté® Start menu.
This entry enables you to:
e Run the SMS application using the SMS Navigator or, if previously installed, the
SMS Remote Navigator
e Open the local SMS Log Viewer

e Access the four SMS utilities (Configuration Assistant, New Feature Setup, SMS
Service Status, and SMS Schedule Editor)

e Start and stop the SMS services
e Restart SMS services

2. It created an SMS Administrator account with full privileges that you or another
administrator, can use to log into the SMS and begin work.

You are now ready to begin deploying Brick devices in your network as firewalls and VPN
tunnel endpoints. The best place to begin is @edting Startecchapter in theSMS
Administration Guide

The Getting Startecchapter in theSMS Administration Guidexplains how to log on and

off the SMS, and describes the basics about using the SMS software in detail. It also
provides guidelines for setting up the objects using the SMS interface and explains where
to find information in the SMS documents to enable you to perform basic tasks.

If you have purchased any optional feature licenses, run the New Feature Setup utility on
the Primary SMS to install the optional feature installation keys to enable the features. For
more information about the New Feature Setup utility, refer toNleg Feature Setup

section in theSMS Administration Guide

(]
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Overview

Purpose

This chapter explains how to install or upgrade the SMS application ®mr Solaris®
server platform. It also includes a procedure for manually de-installing the application if

necessary.
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Introduction

Overview

.' CAUTION
0K Service-disruption hazard

SMS only supported on SPARC processors.

The SMS is only supported on SPARC processors that are ruSulagi® Release 9 or
10. For additional requirements, refer to tHelardware Requirements” (p. 483ection.

The SMS application is not supported orSalari®® server that has the Internet Protocol
Multiple Path (IPMP) feature enabled.

Upgrades

.' CAUTION
ﬁ\ﬁ Service-disruption hazard

Security Precaution

It is highly recommended that the SMS server be protected with a Brick device and that as

little as possible be put on the same trusted subnet as the SMS.

SMS configurations

The SMS can be deployed in one of the following configurations:

e A Primary SMS (stand-alone configuration)

e A Primary SMS and Secondary SMS (in a redundant configuration)

e A Primary SMS and up to three Secondary SMSs (Multi-Site configuration)

e A Primary SMS and up to three Secondary SMSs, each with up to five Compute
Servers (Compute Server configuration)

Multi-Site SMS configuration

A multi-site SMS configuration consists of a Primary SMS and up to three Secondary
SMSs. The Primary SMS and Secondary SMS (s) share the same database, which is
updated periodically across the network. The Primary SMS and Secondary SMS(s) are
simultaneously active, synchronizing status and configuration at the same time.

Compute servers

To maximize scalability of the SMS/Brick security solution, the SMS provides the option

of adding a separate set of servers called Compute Servers (CSs), which are associated with
a Primary or Secondary SMS and act as collection points for Brick log traffic. Using a CS

to collect Brick log data frees up computing resources on the SMS itself and extends the
number of Brick devices and total log traffic that can be handled. Each Brick device
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managed by the SMS can be homed to one of the associated CSs or the managing SMS for
logging purposes.

Up to five Compute Servers can be configured for a Primary or Secondary SMS.

Implementing Primary SMS/Secondary SMS configurations

During the installation of the Secondary SMS, there is a point at which the Secondary SMS
attempts to contact the Primary SMS to replicate the Primary SMS database on the
Secondary SMS. If the Secondary SMS cannot contact the Primary SMS, correct the
problem and retry the operation on the Secondary SMS.

For reasons of security, we strongly recommend that you deploy a Brick déxi¢ent”
of the Primary and Secondary SMS(s) to protect all servers.

To ensure that the Primary SMS and Secondary SMS(s) can contact each other through
both Brick devices, follow the course of action outlined below when you order the
installation:

1.

2.

Install the Primary SMS first. The two installation procedures in this chapter provide
step-by-step instructions for a new installation and an upgrade installation.

Once the Primary SMS is operational, use it to configure two Bricks and assign the
pre-configured ruleseddministrativezongo the ports that will be connected to the
SMS. Refer to theConfiguring Brick Portssection in theSMS Administration Guide

for instructions on how to do this.

Connect the Primary SMS to the port on one Brick, and the host that will be the
Secondary SMS to the port on the other. Then, deploy the two Bricks: the primary
SMS and the host that will be the Secondary SMS in the network.

To ensure that the Primary SMS and remote host can communicate, add a ping rule
(dir=both, source=*, dest=*, service=ping_request,action=pass the
administrativezoneuleset, and then ping the host from the SMS. Once the ping is
successful, remove the rule for security reasons. (Refer tBtick Zone Rulesets
section in theSMS Policy Guiddor instructions on how to create a rule.)

When you have established that the two SMS servers can communicate, install the
Secondary SMS.

[
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Hardware Requirements

Minimum hardware requirements

Regardless of which operating system you are running, the workstation on which you
install the SMS application must meet the following minimum hardware requirements:

A Sun Ultra SPARC 5 (330 MHz processor or better)

500 MB free disk space in the partition where the SMS application is to be installed
50 MB of free space in the root partition

512 MB of RAM

Swap space at least as large as the amount of RAM

CD-ROM drive

3.5 inch floppy drive, USB port, or serial port. For information on the hardware
required to boot specific Brick models, consult tiser's Guidefor the specific Brick
model or contact your Alcatel-Lucent customer support team representative.

Ethernet” interface card
Video card capable of 1024 x 768 resolution (65,535 colors)

Important! Because of the memory requirements of SMS R9.4, older Brick 20 models
with only 8 MB of RAM may not be able to be configured with all features.

To verify the amount of RAM on the Brick device, log into the Brick device via the
remote console and run thid spTay mem command.

If you are managing many appliances, supporting many IPSec clients, or generating large amounts
of audit data, you may require additional memory. Refer toSieng Guidelinesppendix in the
SMS Administration Guide help you determine how much additional memory you may need.

One optional piece of equipment you may want to consider is a modem. Having a modem in the
host allows you to set up alarms that page an administrator when a problem is encountered. If you
decide to add a modem, it must be Hayes-compatible and configured so that it cannot accept
incoming calls and cannot be shared by other services, such as a Remote Access Server.

0J



Software Requirements

Required software components

To run the SMS application on Solari$® platform, you needolaris® Release 9 or 10. In
order to ensure that all the necessary libraries have been loaded, the machine must be
installed with theSolari$® “Developer Suppdoftpackage (or greater).

In addition, the following software is not required, but is highly recommended:

e A browser such aMicrosoft™ Internet Explore® or Firefox to view SMS reports and
display the on-line help.

e Adobe Acrobat Reader. This application is required to display the on-line manuals.

(]
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Pre-Installation Requirements (Clean Installations)

Overview

Before you proceed with the actual installation of the SMS application for the first time on
a host, some pre-installation steps are required:

1. Install the patch cluster.

2. Resolve potential web server port conflicts.

3. Obtain the SMS installation keys.

Install the patch cluster

Check the Sun website for any critical bug fixes or security patches for Solaris®
version, and install the appropriate patch cluster.

Resolve potential web server port conflicts

The SMS application includes a web server. If there is another web server running on the
host machine (such as Apache), you must either:

e Shut the web server down
Note: If there is an entry in the /etc/inittab file to automatically start your web server,
you must remove or disable this entry so that it does not conflict with the SMS server.
or

e Select a different port for the SMS web server when prompted by the installation
program

Port 80 is the default SMS web server port. In the event that another web server is already

using port 80 (such as Apache), you must either change the port on that web server or
select a different port when configuring the SMS web server.

Obtain the SMS installation keys

To install the SMS application, two keys are required:

e Software license key
The software license key is provided with the product. You will need this key to
register the product and to obtain the installation key, which is required to perform the
installation.

e Installation key
The installation key is required to install the product.

For complete instructions on how to register a software license key and obtain an
installation key, refer téAppendix A, “Registering SMS Software License Keys and
Obtaining Installation Keys”



Pre-Installation Requirements (Clean Installations)

There are six categories of installation keys available, depending on the type of installation
you are performing. The six categories are:

e Primary SMS (Clean Install)

e Upgrade for Primary SMS

e Secondary SMS associated with a Primary SMS (Clean Install)
e Upgrade for Secondary SMS associated with a Primary SMS

e Compute Server SMS (Clean Install)

e Upgrade for Compute Server SMS

The installation key that you enter, which sets parameters affecting the operation of the
SMS, cannot be changed.

You will be prompted to enter the software installation key during the installation process.
If you have purchased any optional feature licenses, refer to the proc8auregister a
software license key and obtain an installation key for upgrade or feature option” (p. 101)
in Appendix A, “Registering SMS Software License Keys and Obtaining Installation Keys”
for instructions on how to register these license keys and obtain installation keys that you
will use to enable these features on your SMS. Optional features are enabled after the
software installation/upgrade is complete, using the New Feature Setup utility.

To enable optional features, run the New Feature Setup utility on the Primary SMS after
you finish the software installation process and enter your optional feature installation keys.
Optional features enabled on the Primary SMS are also automatically enabled on all
associated Secondary and Compute Server SMS machines. It may be necessary to restart
services to enable some features.

For more information on New Feature Setup, refer tolesv Feature Setupection in the
SMS Administration Guide

Software patches and documentation updates

It is a good idea to check the VPN Firewall Product Registration and Support website
(https:/Ivpn-firewall-brick.alcatel-lucent.com) periodically for patches and documentation
updates issued since you purchased the product.

If you are installing the SMS application for the first time, the installation keys that you

will receive are only for an initial installation of the current software release. If you are
upgrading from an earlier release of the SMS software, these installation keys are only for
an upgrade to the current software release. When installing a patch version of the SMS
application, you do not need an installation key.

Running OS firewall and security software and the SMS

If you have enabled OS firewall or security software on a host that is also running the SMS
application, it must be configured to allow the SMS services to run and to allow access to
ports that the SMS uses to communicate with Brick devices and other SMSs/Compute
Servers (CSs). For a list of ports that are used by the SMS to communicate with other
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components in the Alcatel-Lucent VPN Firewall Solution, refer to RN Firewall
Solution Portsappendix in theSMS Administration Guide



To Install the SMS Application (Clean Installation)

When to use

Use this procedure to install the SMS application for the first time on a host.

Before you begin

Before you begin this task, if you are installing a Secondary or Compute Server SMS, you
must first:

1. Install the Primary SMS, using this procedure.

2. Log into the Primary SMS and add the Secondary or Compute Server SMS to the
LSMSs and LSCSs folder using the exact SMS Name, IP Address, and installation key
that will be used to install it. For instructions on how to add a Secondary or Compute
Server SMS, refer to th8MS Administration Guide

Procedure

Complete the following steps to install the SMS application for the first time on a host.

2 With the CD-ROM in the drive and a terminal window displayed, enter:
cd /cdrom/cdromO/Solaris

Result: The system changes to the directory on the CD-ROM that contains the
installation script.

3 Entersh installLSMS . to begin the installation.

Result: The installation program displays a series of prompts.

4 PresgEnter] to display the license agreement and type Y to accept these terms and
conditions.

6 Enter the installation key as provided.
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10

11

PresgEnter] to install the SMS application in the default directofgt/ism3, or enter a
different directory and preg&nter] .

PresgEnter] to store the SMS log files in the default directorgiit/isms/Imy, or enter a
different directory and preggnter] .

After completing the installation, you may elect to redefine the location of the log directory
or evenftp the logs to another machine. Either of these changes can be done through the
SMS Configuration Assistant. Refer tdsing the Configuration Assistahapter in the

SMS Administration Guidéor more details.

Result: The installation program asks whether you want to configure the SMS web
server for HTTP or HTTPS.

PresgEnter] to configure the web server for HTTP, or ent¢TTPS and presgEnter] .

HTTPS relies on a digital certificate, and is, therefore, substantially more secure. If
administrators will be logging into the SMS remotely, it is a good idea to use HTTPS.

To obtain and install a digital certificate, see tDaital Certificatessection in theSMS
Policy Guide.

Result: The installation program prompts for entry of the port that the web server will
be listening on.

The default is80, which is the standard port for HTTRB43 is the standard port for
HTTPS.

PresslEnter] to use port80, or enter another port and pre&ter] .

Result: The installation program displays a series of prompts that ask if the system is
already running thé&olari®® SNMP Agent, if you want to use the SMS SNMP Agent,
or you would like to run both SNMP Agents.

Choose one of the SNMP Agent options.

Result: The installation program asks for the port number if the system is already
running theSolari® SNMP Agent.

The SMS SNMP Agent provides the ability to monitor the SMS and firewall
appliances remotely.

The default port isl61, which is the standard port for SNMP.
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To Install the SMS Application (Clean Installation)

Depending on whether the system is already runningSiblaris® SNMP Agent, accept the

default port for the SMS SNMP Agent or define another port, as needed.

Result: The installation program prompts you to define an SNMP Read Community.

Accept the SNMP Read Community defa(dtiblic) , or modify as needed.
The SNMP values in steps 11 to 13 can be modified after the installation using the SMS

Configuration Assistant.

For additional information on how the SMS interacts with SNMP, refer toSimeple
Network Management Protocol (SNM&h)apter in theSMS Administration Guide

For additional information about the SMS Configuration Assistant, refer tdJgieg the
Configuration Assistanthapter in theSMS Administration Guide

Result: The installation program displays the following message:

This package contains scripts which will be
executed with super-user

permission during the process

of installing this package.

EnterY to proceed with the installation.

Result: The installation program begins to copy files to the target directory and echoes
each of the file copies to the console window.

When all of the files have been copied, the installation program prompts you to
indicate whether this is a Primary, Secondary, or Compute Server SMS.

As of Release 8.0, the SMS type is pre-determined by the installation key that is used.
The system prompts you to enter the IP address to be used by the SMS.

Enter1 and presgEnter] to accept the default, or enter another IP address and press
[Enter] .

Result: The installation program displays a prompt that shows the default name of the
SMS machine.

If a Secondary or Compute Server SMS is being installed, the system prompts for the
IP address of the Primary SMS so the SMS database can be accessed. Enter the IP
address.
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If you are installing a Secondary SMS or Compute Server, skiptép 20

For Primary SMS installations, the installation program begins to initialize the database.

This process will take several minutes.

For Primary SMS installations, a master key is generated and displayed in the lower half of
the SMS Setup screen. The purpose of the master key is to protect the root certificate used
to authenticate communication between the SMS and the Brick devices that it manages.
Write the master key down and keep it in a secure place. You will need the key to recover
if you should forget the Administrator password and become locked out of the SMS.

PresgEnter] to continue with the installation.

Result: If you are installing a Primary SMS, the installation program prompts you to
create an SMS Administator ID.

This is the Admin ID that you or another administrator uses to log into the SMS.

A valid Admin ID contains a maximum of 16 characters. Keep a record of the Admin
ID in a secure place. You will need this ID to log into the SMS after the installation is
completed.

Enter the Admin ID and pregg&nter] .
Result: The installation program prompts you to enter a password.

A valid password contains up to 42 characters. The password is case-sensitive. Keep a
record of the password, which will be required to log into the SMS after the
installation is completed.

Enter the password and prg&ster] , then enter the password a second time and press
[Enter] .

Result: The installation program displays a message indicating that the initial setup is
complete.

Important! In some cases, even if the installation is successfully completed, you may
receive the following message:

This program might not have installed correctly
followed by a series of options. If this occurs, choose
This program installed correctly to proceed with the installation.

PresgEnter] to continue with the installation.
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Result: The remaining files are installed and all SMS services are started.
When the installation is completed, tB®lari®® command prompt is displayed.

END OF STEPS

Configuration Assistant

The Configuration Assistant is a utility that allows you to set or modify certain

system-wide parameters which affect the SMS application’s operation and performance.
You can open the Configuration Assistant after the SMS installation has completed to
change SMS parameters now, or keep the default parameter settings and modify them at a

later point. Note that the SMS services or the SMS Navigator may have to be restarted for
some changes to take effect.

For additional details about the Configuration Assistant, refer tdsiag the
Configuration Assistanthapter in theSMS Administration Guide
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To Manually Un-Install SMS

When to use

This procedure is not required or recommended for upgrading to the current “official” SMS
release that you purchased. As part of its software upgrade program, the SMS automatically
installs, upgrades to the current release, and un-installs the previous SMS release.

However, if you have installed an Evaluation copy of the SMS software, you should
manually un-install the Evaluation copy using this procedure before upgrading to an
“official” SMS release. You should skip Step 2 of this procedure if you want to preserve
your configuration data.

This procedure can be used, for example, to manually un-install the SMS software from a
de-commissioned server.

Task

Complete the following steps to manually un-install the SMS.

3 For final removal, you can backup or delete the contents of the SMS directory (Example:
c:/opt/isms/Imf

END OF STEPS



To Upgrade the SMS Software

When to use

Use this procedure to upgrade the SMS to the current software release.

Before you begin

Before you begin this procedure, it is recommended that you perform a manual backup of
the Primary SMS database in the event of a system failure during the upgrade installation.

For instructions on how to perform a manual backup of the SMS database, refer to the
Manual Backupsection of theSMS Administration Guide

Should you need to restore the backed up Primary SMS database, referTm Restore
SMS Data on a Primary SM&ection in theSMS Administration Guide

Procedure

Complete the following steps to upgrade the SMS to the current software release.

2 With the CD-ROM in the drive and a terminal window displayed, enter:
cd /cdrom/cdromO/Solaris

Result: The system changes to the directory on the CD-ROM that contains the
installation script.

3 Entersh instal1LSMS to begin the installation.
Result: The installation program displays a series of prompts.

4 PresgEnter] to display the license agreement and ente¢o accept these terms and
conditions.

Result The installation program will display a warning indicating that you should only
upgrade to the current software release after the IKE on the Brick feature has been
enabled on the SMS and all Bricks.



SMS on a Sun® Solaris® Server Platform

6 PressEnter] to display the installation notes and tyjgeio accept the terms of the notes.

7 Enter the installation key as provided after registering the license key.

Result The installation program displays a message indicating a previous version of the
SMS is installed, and prompts you to upgrade.

8 EnterY to proceed, and entédra second time when the program prompts you to remove
the previous version of the SMS. Entér third time when the program warns that the
script will be executed as super-user.

Result The previous version of the SMS is removed.

9 During an upgrade, the install directory defaults to the value specified during the initial
installation of the SMS. Preg&nter] to keep the default directory, or enter a different
directory and preskenter] .

10 During an upgrade, the logs directory defaults to the value specified during the initial
installation of the SMS. Preggnter] to keep the default directory, or enter a different
directory and presgenter] .

11 The installation program defaults to the the Web Sem¢PE entered during the initial
installation of the SMS. PregEnter] to accept the default, or manually ent&rTP or
HTTPS to change the web server type.

HTTPS relies on a digital certificate, and is, therefore, substantially more secure. If
administrators will be logging into the SMS remotely, it is a good idea toHISeS.

To obtain and install a digital certificate, see tDaital Certificatessection in theSMS
Policy Guide

Important! The values for the Web ServeélyPE andPORT can be changed using the
SMS Configuration Assistant after successful completion of the software upgrade.

Result: The installation program prompts for entry of the port that the web server will
be listening on.
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To Upgrade the SMS Software

The installation program defaults to the value that was entered during the initial installation
of the SMS. PresfEnter] to accept the default, or manually enter another port value and
press[Enter] .

80 is the standard port for HTTR43 is the standard port for HTTPS.

Result: After configuration of the web server is complete, the installation program
displays the following message:

This package contains scripts which
will be executed with super-user permission
during the process of installing this package.

EnterY to proceed with the installation.

Result: The installation program begins to copy files to the target directory and echoes
each of the file copies to the console window.

When all of the files have been copied, the installation program prompts you to
indicate whether this is a Primary, Secondary, or Compute Server SMS.

As of Release 8.0, the SMS type is pre-determined by the installation key that is used.
The installation program displays a prompt that shows the default name of the SMS
machine.

PressEnter] to accept the default, or type another name for the SMS and [Eet&s)] .

Result: If you are upgrading a Primary SMS, the installation program starts to upgrade
the SMS database. Upgrade of the SMS database may take several minutes.

If you are upgrading a Secondary or Compute Server SMS, the remaining files and
settings are now installed and all SMS services are started. If the upgrade installation is
for a Secondary SMS or a Compute Server, the system prompts you for the IP address
of the Primary SMS or the SMS to which the Compute Server will home. When the
installation is completed, th8olari®® command prompt is displayed. The upgrade is
complete at this point.

If you are upgrading a Primary SMS, go &tep 15
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If you are upgrading a Primary SMS, the installation program prompts you to select the
type of upgrade:

e 1 - Normal Upgrade

e 2 - If you forgot the Admin password

e 3 - If you forgot the master key

Result: The installation program prompts you to enter the SMS Admin ID.

Enter the SMS Admin ID and pre$Bnter] .

Result: The installation program prompts you to enter the Admin ID password.

Enter the password and pre&ster] .

In some cases, even if the installation is successfully completed, you may receive the
following message:

This program might not have installed correctly

followed by a series of options. If this occurs, choose

This program installed correctly to proceed with the installation.

The remaining files and settings are now installed and all SMS services are started.

When the installation is completed, tB®lari®® command prompt is displayed.

END OF STEPS
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Configuration Assistant

The Configuration Assistant allows you to set certain system-wide parameters. You can
open the Configuration Assistant now to change SMS system parameters now, or keep the
default parameter settings and modify them at a later point.

For additional details about the Configuration Assistant, refer toStS Administration
Guide

[
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What To Do Next

Overview

Congratulations! You have successfully installed or upgraded the required software and
have a working SMS running the current software release. The installation accomplished
the following:

1. It placed an entry calleflicatel-Lucent Security Management Server  in the

Application menu of the Common Desktop Environment (CDE). This menu is accessed
by right-clicking on the desktop, and it enables you to:

e Run the SMS application using the SMS Navigator or, if previously installed, the
SMS Remote Navigator

e Open the local SMS Log Viewer

e Access the four SMS utilities (Configuration Assistant, New Feature Setup, SMS
Service Status, and SMS Schedule Editor)

e Start and stop the SMS services
e Restart SMS services

2. It created an SMS Administrator account with full privileges that you, or another
administrator, can use to log into the SMS and begin work.
If you are using CDE, Workspace menu items have been added for your convenience.
To see the new menu items, update the Workspace menu and restart the Workspace
Manager by doing the following:
a. Right-click to bring up the Workspace menu.

b. SelectTools > Desktop Controls > Extras > Restore Workspace Menu

You are now ready to begin deploying Brick devices in the network as firewalls and VPN
tunnel endpoints. The best place to begin is @etting Startecchapter in theSMS
Administration Guide.

The Getting Startecthapter in theSMS Administration Guidexplains how to log on and

off the SMS, and describes the basics about using the SMS software in detail. It also
provides guidelines for setting up the objects using the SMS interface and describes where
to find information in the SMS documents to enable you to perform basic tasks.

If you have purchased any optional feature licenses, run the New Feature Setup utility on
the Primary SMS to install the optional feature installation keys to enable the features. For
more information about the New Feature Setup utility, refer toNlkeey Feature Setup

section in theSMS Administration Guide
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5 SMS on a Linux Server Platform

Overview

Purpose

This chapter explains how to install or upgrade the SMS application on a Linux server
platform. It also includes a procedure for manually de-installing the application if

necessary.
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Introduction

Overview

The SMS application can be installed on a host running Red Hat Enterprise Linux 4
(RHEL4) or Red Hat Enterprise Linux 5 (RHELS5).

Important! If you are migrating from avindow# or Solaris® server platform to a

Linux host running SMS Release 9.4, and want to use the configuration database from
a prior SMS release, you must manually back up the SMS database to a USB drive or
ftp server using théackup database utility. Only SMS Release 9.2 and Release 9.3
database structures are supported on a Linux host running SMS Release 9.4. For
additional pre-installation steps that must be followed, refer to the section
“Pre-installation steps for Linux installations” (p. 72)

Upgrades

.' CAUTION
0K Service-disruption hazard

Security Precaution

It is highly recommended that the SMS server be protected with a Brick device and that as
little as possible be put on the same trusted subnet as the SMS.

SMS configurations

The SMS can be deployed in one of the following configurations:

e A Primary SMS (stand-alone configuration)

e A Primary SMS and Secondary SMS (in a redundant configuration)

e A Primary SMS and up to three Secondary SMSs (Multi-Site configuration)

e A Primary SMS and up to three Secondary SMSs, each with up to five Compute
Servers (Compute Server configuration)

Multi-Site SMS configuration

A multi-site SMS configuration consists of a Primary SMS and up to three Secondary
SMSs. The Primary SMS and Secondary SMS (s) share the same database, which is
updated periodically across the network. The Primary SMS and Secondary SMS(s) are
simultaneously active, synchronizing status and configuration at the same time.

Compute servers

To maximize scalability of the SMS/Brick security solution, the SMS provides the option

of adding a separate set of servers called Compute Servers (CSs), which are associated with
a Primary or Secondary SMS and act as collection points for Brick log traffic. Using a CS

to collect Brick log data frees up computing resources on the SMS itself and extends the
number of Brick devices and total log traffic that can be handled. Each Brick device



Introduction

managed by the SMS can be homed to one of the associated CSs or the managing SMS for
logging purposes.

Up to five Compute Servers can be configured for a Primary or Secondary SMS.

Implementing Primary SMS/Secondary SMS configurations

During the installation of the Secondary SMS, there is a point at which the Secondary SMS
attempts to contact the Primary SMS to replicate the Primary SMS database on the
Secondary SMS. If the Secondary SMS cannot contact the Primary SMS, correct the
problem and retry the operation on the Secondary SMS.

For reasons of security, we strongly recommend that you deploy a Brick déxi¢ent”
of the Primary and Secondary SMS(s) to protect all servers.

To ensure that the Primary SMS and Secondary SMS(s) can contact each other through
both Brick devices, follow the course of action outlined below when you order the
installation:

1.

2.

Install the Primary SMS first. The two installation procedures in this chapter provide
step-by-step instructions for a new installation and an upgrade installation.

Once the Primary SMS is operational, use it to configure two Bricks and assign the
pre-configured ruleseddministrativezongo the ports that will be connected to the
SMS. Refer to theConfiguring Brick Portssection in theSMS Administration Guide

for instructions on how to do this.

Connect the Primary SMS to the port on one Brick, and the host that will be the
Secondary SMS to the port on the other. Then, deploy the two Bricks: the primary
SMS and the host that will be the Secondary SMS in the network.

To ensure that the Primary SMS and remote host can communicate, add a ping rule
(dir=both, source=*, dest=*, service=ping_request,action=pass the
administrativezoneuleset, and then ping the host from the SMS. Once the ping is
successful, remove the rule for security reasons. (Refer tBtick Zone Rulesets
section in theSMS Policy Guiddor instructions on how to create a rule.)

When you have established that the two SMS servers can communicate, install the
Secondary SMS.

[
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Minimum Hardware/Software Requirements

Minimum hardware requirements

The host on which you install the SMS application that is running the Linux RHEL4 or

RHELS5 operating system must meet the following minimum hardware requirements:

e 2 GHz dual-core or greater processor

e Atleast 1GB of RAM

e Swap space at least as large as the amount of RAM

e 1 GB or greater free disk space fimp

e 1GB or greater free disk space in the partition where the SMS application is to be
installed

e USB 2.0 port. Alcatel-Lucent approved USB floppy drives are supported for hosts with
only USB ports.

e Ethernet interface card

e Video card capable of 1024 x 768 resolution (65,535 colors)
Important! A floppy drive is only required if managing Alcatel-LucePN Firewall

Brick™ Model 20, 80, or 1100/1100A Security Appliances. A USB port is required for
managing all other Brick models.

Minimum software requirements

The following software is required to run the SMS application on a Linux server platform:
e Red Hat Enterprise Linux 4 (RHEL4) or Red Hat Enterprise Linux 5 (RHEL5)

e A browser such aMicrosoft™ Internet Explore® or Firefox to view SMS reports and
online help

e Adobe Acrobat Reader. This application is used to display the on-line manuals.

0J



Pre-Installation Requirements (Clean Installations)

Overview

Before you proceed with the actual installation of the SMS application for the first time on
a host, some pre-installation steps are required:

1. Resolve potential web server port conflicts.

2. Install Adobe Acrobat Reader

3. Obtain the SMS installation keys.

Resolve potential web server port conflicts

The SMS application includes a web server. If there is another web server running on the

host machine (such as Apache), you must either:

e Shut the web server down
Note: If there is an entry in the /etc/inittab file to automatically start your web server,
you must remove or disable this entry so that it does not conflict with the SMS server.
or

e Select a different port for the SMS web server when prompted by the installation
program

Port 80 is the default SMS web server port. In the event that another web server is already

using port 80 (such as Apache), you must either change the port on that web server or
select a different port when configuring the SMS web server.

Install Adobe Acrobat Reader

Adobe Acrobat Reader is required to view the on-line documentation that is provided with
the application. A copy of this application can be downloaded from the Adobe website,
http://www.adobe.com.

Obtain the SMS installation keys

To install the SMS application, two keys are required:

e Software license key
The software license key is provided with the product. You will need this key to
register the product and to obtain the installation key, which is required to perform the
installation.

e Installation key
The installation key is required to install the product.

For complete instructions on how to register a software license key and obtain an
installation key, refer tdAppendix A, “Registering SMS Software License Keys and
Obtaining Installation Keys”
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There are six categories of installation keys available, depending on the type of installation
you are performing. The six categories are:

e Primary SMS (Clean Install)

e Upgrade for Primary SMS

e Secondary SMS associated with a Primary SMS (Clean Install)
e Upgrade for Secondary SMS associated with a Primary SMS

e Compute Server SMS (Clean Install)

e Upgrade for Compute Server SMS

The installation key that you enter, which sets parameters affecting the operation of the
SMS, cannot be changed.

You will be prompted to enter the software installation key during the installation process.
If you have purchased any optional feature licenses, refer to the proc8auregister a
software license key and obtain an installation key for upgrade or feature option” (p. 101)
in Appendix A, “Registering SMS Software License Keys and Obtaining Installation Keys”
for instructions on how to register these license keys and obtain installation keys that you
will use to enable these features on your SMS. Optional features are enabled after the
software installation/upgrade is complete, using the New Feature Setup utility.

To enable optional features, run the New Feature Setup utility on the Primary SMS after
you finish the software installation process and enter your optional feature installation keys.
Optional features enabled on the Primary SMS are also automatically enabled on all
associated Secondary and Compute Server SMS machines. It may be necessary to restart
services to enable some features.

For more information on New Feature Setup, refer tolesv Feature Setupection in the
SMS Administration Guide

Software patches and documentation updates

It is a good idea to check the VPN Firewall Product Registration and Support website
(https:/Ivpn-firewall-brick.alcatel-lucent.com) periodically for patches and documentation
updates issued since you purchased the product.

If you are installing the SMS application for the first time, the installation keys that you

will receive are only for an initial installation of the current software release. If you are
upgrading from an earlier release of the SMS software, these installation keys are only for
an upgrade to the current software release. When installing a patch version of the SMS
application, you do not need an installation key.

Running OS firewall and security software and the SMS

If you have enabled OS firewall or security software on a host that is also running the SMS
application, it must be configured to allow the SMS services to run and to allow access to
ports that the SMS uses to communicate with Brick devices and other SMSs/Compute
Servers (CSs). For a list of ports that are used by the SMS to communicate with other
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components in the Alcatel-Lucent VPN Firewall Solution, refer to RN Firewall
Solution Portsappendix in theSMS Administration Guide
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To Install the SMS Application (Clean Installation)

When to use

Use this procedure to install the SMS application for the first time on a host.

Pre-installation steps for Linux installations

Before proceeding with the actual installation, some preliminary steps must be taken to
prepare the host environment:

1. If you are migrating from a previous SMS release owiadow® or Solari® server to
Release 9.4 installed for the first time on a Linux host, manually back up the current
SMS database to a USB drive fip server using théackup database utility. For
instructions on how to perform a manual backup of the SMS database, refer to the
Manual Backupsection of theSMS Administration Guide

2. In the backup directory which contains the files that you just backed up, edit the
config.inifile to ensure that:

e the root directory statemenkRqotdir=) has the correct directory path where the
SMS will be installed on the Linux host.

e the root Document statemeriiocumentRoot=) has the correct directory path
where the SMS on-line documents will be stored on the Linux host.

e the root log statemenfl ¢gDir=) has the correct directory path where the SMS
logs will be stored on the Linux host.

e the operating system statemeft£) is set to UNIX.

The following shows an example of how these directory path statements should be
defined in theconfig.inifile:

Rootdir=/opt/isms/Imf

DocumentRoot=/opt/isms/Imf/httpdocs/LSMS

logDir=/opt/isms/1Imf

0S=UNIX

After checking the directory path statements and making any necessary modifications, write
and save theonfig.inifile.

Important! The SMS GUI requires X-Windows software to be running. If you are
running the Linux OS software at Level 3, you must change the run level from Level 3
to Level 5 before installing the SMS software; switching the Linux OS to run at Level
5 will automatically start the X-Windows services required for the SMS GUI. After the
SMS installation has been successfully completed, you can change the Linux run level
back to Level 3 if desired.

Procedure

Complete the following steps to install the SMS application for the first time on a host.

1 Log in as userroot.
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With the CD-ROM in the drive, locate this directory on the CD-ROM:
Linux

Enter./1sms-9.4.xxx.bin, wherexxx is the build number of the software, to start the
installation program.

Result The installation program is started. The first in a series of screens is displayed,
with an introduction to the InstallAnywhere installation program and some general tips
about how to use the program. It also advises you to quit any programs that are
running before continuing with the installation of the SMS application.

Click Next to proceed to the next installation screen.

Result The next screen displays the license agreement and usage terms of the SMS
application software, and asks if you accept the terms of the license agreement.

Accept the terms of the license agreement to proceed with the installation andNekcko
proceed to the next installation screen.

Result The next screen displays the default destination directory/folder where the SMS
will be installed, with options to choose another directory/folder to install the product
or restore the default directory/folder entry.

Leave the default directory/folder for installing the SMS application or citkose to
display a Browse window and choose a different destination directory/folder for installing
the application.

To restore the original default directory/folder entry, cliRkstore Default Folder .

After entering the destination directory/folder for where the SMS application will be
installed, clickNext to proceed to the next installation screen.

Result The next screen displays the default destination directory/folder where the SMS
log files will be stored, with options to choose another directory/folder for storing the
log files or restore the default directory/folder entry.

Leave the default directory/folder for storing the SMS log files or clittoose to display
a Browse window and choose a different destination directory/folder for where the log files
will be stored.

To restore the original default directory/folder entry, clivkstore Default Folder .
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After entering the destination directory/folder for where the log files will be stored, click
Next to proceed to the next installation screen.

Result The next screen displays the installation release notes about the major features
and enhancements in the release.

Review the installation release notes and chikt to proceed to the next installation
screen.

Result The next screen displays information about the installation and log files folder
and information about disk space requirements for the installation.

Review the information provided and clickext to proceed to the next installation screen.

Result The next screen displays a field for entering the installation key for the SMS
release being installed.

In the Installation Key field, enter the installation key and cligkext to proceed to the
next installation screen.

Result The next screen displays options for configuring the SMS web server for HTTP
or HTTPS. The web server is used for downloading and displaying the SMS reports
and online documentation.

ChooseHTTP (the default) oHTTPS for the web server.

HTTPS relies on a digital certificate, and is, therefore, substantially more secure. If
administrators will be logging into the SMS remotely, it is recommended that HTTPS is
used.

To obtain and install a digital certificate, refer to tBégital Certficatessection of theSMS
Policy Guide

After selecting the web server configuration, cligkxt to proceed to the next installation
screen.

Result The next screen prompts you to enter the port on which the web server will be
listening.

Leave the default web server listening port or enter a new port value.
Port 80 is the standard port for HTTP. Pot#3 is the standard port for HTTPS.

After entering the web server listening port, cliskxt to proceed to the next installation
screen.
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To Install the SMS Application (Clean Installation)

Result The next screen asks if the operating system is already running the SNMP
Agent on the Linux machine.

An SMS SNMP Agent will be installed as part of the application. If there is already a
Linux OS SNMP Agent or some other third party SNMP Agent software installed on this
machine, you must specify the port so SMS can communicate with this agent.

ChooseYes (the default) if the Linux OS SNMP Agent or some other third party SNMP
Agent software is running on this machine.

ChooseNo if the SMS SNMP Agent will be the only SNMP Agent on this machine.

Result If you chooseYes, the next screen displayed asks for the listening port for the
SNMP Agent on the Linux machine. Clidkext and go toStep 14

If you chooseNo, click Next and go toStep 15

If you choseYes in Step 13 enter the listening port number for the Linux machine SNMP
Agent.

The default port isl61, which is the standard port for SNMP.

After entering the port number, cligkext to proceed to the next installation screen.
The next screen prompts for the listening port number for the SMS SNMP Agent.
Enter the listening port number for the SMS SNMP Agent.

The default port for SNMP Agents i61. If there is a Linux OS SNMP Agent running on
port 161, then the SMS SNMP Agent must be configured on a different port (such as
8161).

After entering the port number, cligkext to proceed to the next installation screen.

The next screen prompts you to specify the SNMP Read Community “community string”,
which is used to authenticate NMS hosts that access the Linux host or SMS for
management or configuration data.

Accept the SNMP Read Community defayltiblic , or modify as needed.

Additional details about configuring the SNMP Agent software on the SMS and operating
system are provided in thdsing the Configuration Assistaaind Simple Network
Management Protocol (SNMRhapters in th&sMS Administration Guide
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Result The installation of the SMS commences as a background process.

An SMS Setup screen is displayed, which prompts you for the IP address and name of
the SMS host to be used. The program defaults to installing a Primary SMS for the
first time on a new host.

Enter another IP address or leave the default IP address. Enter the name of the SMS host.

Click OK.

Result For Primary SMS installations, the installation program begins to initialize the
database. This process will take several minutes.

If a Secondary or Compute Server SMS is being installed, the system prompts for the
IP address of the Primary SMS so the SMS database can be accessed. Enter the IP
address.

If you are installing a Primary SMS, a Provide Administrator ID screen is displayed,
prompting you to enter an Admin ID and password.

Enter the Admin ID and password. Re-enter the password and @kck

Result For Primary SMS installations, a master key is generated and displayed at the
lower half of the SMS setup screen. The purpose of the master key is to protect the
root certificate used to authenticate communication between the SMS and Brick
devices that it manages. Write the master key down and keep it in a secure place. You
will need this key to recover the system if you should forget the Administrator
password and are locked out of the SMS.

A series of messages is displayed, indicating that the initial setup is complete.
Click Continue to continue with the installation.

Result The remaining files are installed and all SMS services are started.
Click Next to complete the installation process.

Result If the installation is successful, a screen is displayed indicating that the SMS
has been successfully installed to the directory path specified during the installation
procedure.

Click Done to quit the installer (program).

END OF STEPS
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Configuration Assistant

The Configuration Assistant is a utility that allows you to set or modify certain
system-wide parameters which affect the SMS application’s operation and performance.
You can open the Configuration Assistant after the SMS installation has completed to

change SMS parameters now, or keep the default parameter settings and modify them at a
later point.

For additional details about the Configuration Assistant, refer tdJ$iag the
Configuration Assistanthapter in theSMS Administration Guide
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Post-Installation Steps

Post-installation steps for migrating SMS database from Windows® or Solaris® server

If you performed a manual backup of the SMS database that was migrated from a
Window€ or Solari® server from a previous SMS release (following the instructions in
the “Pre-installation steps for Linux installations” (p. 78¢ction), before restoring the SMS
database for use with the new SMS release just installed on the Linux server, verify that
the required modifications to the various path statements icdnég.indescribed in the
section“Pre-installation steps for Linux installations” (p. 7Bave been made. If not, make
any necessary changes in ttenfig.ini file under the backup directories and save it.

Restore the previously backed up database usingé¢léore utility. For instructions on

how to restore the SMS database, refer toTheRestore SMS Data on a Primary SMS
procedure in the&sMS Administration GuideBefore running therestore utility, stop all

SMS services from the installation root directory by enterinigtopServices. When the
database restore is complete, restart the SMS services from the installation root directory by
enter./startServices.
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To Manually Un-Install SMS

When to use

This procedure is not required or recommended for upgrading to the current “official” SMS
release that you purchased. As part of its software upgrade program, the SMS automatically
installs, upgrades to the current release, and un-installs the previous SMS release.

However, if you have installed an Evaluation copy of the SMS software, you should
manually un-install the Evaluation copy using this procedure before upgrading to an
“official” SMS release. You should skip Step 3 of this procedure if you want to preserve
your configuration data.

This procedure can be used, for example, to manually un-install the SMS software from a
de-commissioned server.

Task
Complete the following steps to manually un-install the SMS.
1 Login as userroot andcd to the directory/opt/isms/Uninstall_ALSMS

Note: if you have chosen a non-default installation path, therto the directory
<LSMS ROOT>/Uninstall_ALSMS

3 For final removal, you can backup or delete the contents of the SMS directory (Example:
lopt/isms/Im.

END OF STEPS
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To Upgrade the SMS Software

When to use

Use this procedure to upgrade the SMS to the current software release.

Before you begin

Before you begin this procedure, it is recommended that you perform a manual backup of
the Primary SMS database in the event of a system failure during the upgrade installation.

For instructions on how to perform a manual backup of the SMS database, refer to the
Manual Backupsection of theSMS Administration Guide

Should you need to restore the backed up Primary SMS database, referTm Restore
SMS Data on a Primary SM&ection in theSMS Administration Guide

Procedure

Complete the following steps to upgrade to the current SMS release.

With the CD-ROM in the drive, locate this directory on the CD-ROM:
Linux

Enter./1sms-9.4.xxx.bin, wherexxx is the build number of the software, to start the
installation program.

Result The installation program is started. The first in a series of screens is displayed,
with an introduction to the InstallAnywhere installation program and some general tips
about how to use the program. It also advises you to quit any programs that are
running before continuing with the installation of the SMS application.

Click Next to proceed to the next installation screen.

Result The next screen displays the license agreement and usage terms of the SMS
application software, and asks if you accept the terms of the license agreement.

Accept the terms of the license agreement to proceed with the installation andNekcko
proceed to the next installation screen.
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Result The next screen displays the directory/folder where the SMS is currently
installed. If the installer is unable to determine the current installation directory/folder,
the default installation directory/folder is displayed.

If the displayed directory/folder for installing the SMS application is not correct, click
Choose to display a Browse window and the directory/folder where the SMS application is
currently installed.

After entering the destination directory/folder for where the SMS application will be
installed, clickNext to proceed to the next installation screen.

Result The next screen displays the default directory/folder where the SMS log files
are currently stored, with options to choose another directory/folder for storing the log
files or to restore the default directory/folder entry.

Leave the default directory/folder for storing the SMS log files or clittoose to display
a Browse window and choose a different destination directory/folder for where the log files
will be stored.

To restore the original default directory/folder entry, clivRkstore Default Folder .

After entering the destination directory/folder for where the log files will be stored, click
Next to proceed to the next installation screen.

Result The next screen displays the upgrade installation release notes about the major
features and enhancements in the release.

Review the upgrade installation release notes and dlk to proceed to the next
installation screen.

Result The next screen displays information about the installation and log files folder
and information about disk space requirements for the installation.

Review the information provided and clickext to proceed to the next installation screen.

Result The next screen displays a field for entering the installation key for the SMS
release being installed.

In the Installation Key field, enter the installation key and cligkext to proceed to the
next installation screen.
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11

12

13

14

15

Result The next screen displays a message that a previous version of SMS was found
and asks if you would like to continue with the upgrade.

ChooseYes and clickNext to proceed with the upgrade.

Result The uninstaller is launched. The uninstaller removes the previous version of the
SMS software while preserving all of the configuration data.

Click Uninstall to remove the previous version of SMS software.

Result The Cleanup SMS Services window is displayed, the SMS services are stopped,
and old software is removed.

Click Enter to continue.

Result The Uninstall Complete summary screen is displayed.

Click Done to dismiss the uninstaller and continue with the installation of the new SMS
release.

Result The installation of the SMS commences as a background process.

An SMS Setup screen is displayed with the IP address, SMS Name, and SMS Type of
the host being upgraded.

Click OK.

Result If the upgrade installation is for a Primary SMS, the Upgrade Options window
is displayed. Go t&tep 16

If the upgrade installation is for a Secondary SMS or a Compute Server, the system
prompts for the IP address of the Primary SMS or the SMS to which the Compute
Server will home. Enter the IP address and cl@@k. The remaining SMS steps are
completed. Go tctep 18



16

17

18

19

20

To Upgrade the SMS Software

Select one of the following upgrade types (this prompt is displayed only if you are
upgrading a Primary SMS) and clicbk.

e Normal upgrade. If you know the Admin ID and password from the previous version
of the SMS, click the radio button for this option. You will be prompted to enter the
Admin ID and password.

e Forgot password. If you forgot the Admin password from the previous release — but
know the master key — select this option. You will be prompted to create a new
password.

e Forgot master key. If you forgot the Admin password from the previous release — and
do not know the master key — choose this option. You will have to create a new
password for each administrator, and then make new USB drives or boot floppies and
reboot each Brick from a floppy or USB drive.

Result The prompt for Admin ID and Password (for normal upgrade) or other onscreen
instructions are displayed (for other upgrade types).

Enter the Admin ID and Password and clici or follow the onscreen instructions for the
upgrade type selected. The remaining SMS Setup steps are performed.

Result The status of the SMS Setup steps are displayed.
Click Continue to dismiss the SMS Setup window and continue with the installation.

Result The final configuration upgrades are performed and summarized on the SMS
Setup summary window.

Click Next to complete the installation process.

Result The SMS Services are started. When all SMS services have been successfully
started, the Install Complete window is displayed.

Click Done to quit the installer.

END OF STEPS
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What To Do Next

Overview

Congratulations! You have successfully installed the required software and have a working
SMS running the current software release. The installation accomplished the following:
1. It placed an entry calleflicatel-Lucent Security Management Server  in the Linux

menus.

This entry enables you to:

e Run the SMS application using the SMS Navigator

e Open the local SMS Log Viewer

e Access the four SMS utilities (Configuration Assistant, New Feature Setup, SMS

Service Status, and SMS Schedule Editor)
e Start and stop the SMS services
e Restart SMS services

2. It created an SMS Administrator account with full privileges that you or another
administrator, can use to log into the SMS and begin work.

You are now ready to begin deploying Brick devices in your network as firewalls and VPN
tunnel endpoints. The best place to begin is @eiting Startecchapter in theSMS
Administration Guide

The Getting Startecthapter in theSMS Administration Guidexplains how to log on and

off the SMS, and describes the basics about using the SMS software in detail. It also
provides guidelines for setting up the objects using the SMS interface and explains where
to find information in the SMS documents to enable you to perform basic tasks.

If you have purchased any optional feature licenses, run the New Feature Setup utility on
the Primary SMS to install the optional feature installation keys to enable the features. For
more information about the New Feature Setup utility, refer toNleey Feature Setup

section in theSMS Administration Guide

[



A Registering SMS Software License Keys

and Obtaining Installation Keys

Overview

Purpose

This appendix provides instructions on how to register the SMS product and software

license key, and obtain an installation key, which is needed to install a new or upgraded

SMS release or feature option.

Contents

To Register a Software License Key and Obtain an Instalhatio
Key

86
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To Register a Software License Key and Obtain an Instalhatio
Key

When to use

Use this set of procedures to register a software license key that comes with the SMS
software or feature option key and to obtain an installation key for installing the software
or feature option.

Separate procedures explain how to register a license key and obtain an installation key for
the first time as a new user, how to register a license key and obtain an installation key for
a software upgrade or feature option using a previously obtained installation key, and
obtaining an installation key online through the VPN Firewall Product Registration and
Support website, https://vpn-firewall-brick.alcatel-lucent.com.

Before you begin

Before you begin any of these procedures, make sure that you have the software license
key that you received with the SMS software or feature option. You will need this key to
register the product and obtain an installation key, which is required to perform the
installation.

To register a software license key and obtain an installation key as a new user

Complete the following steps to register a software license key and obtain an installation
key as a new user.

1 Go to https://vpn-firewall-brick.alcatel-lucent.com
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Result The VPN Firewall Product Registration and Support Login page is displayed
(Figure A-1, “VPN Firewall Product Registration and Support Login Page” (p). 87)

Figure A-1 VPN Firewall Product Registration and Support Login Page

Alcatel-Lucent @

Registered Customer Login

* Forgot Password #

¥PN Firewall Product Registration and Support

User Name I

Password I

login

New Users Register Here.

Terms of use Privacy statement
Copyright @ 2007 Alcatel-Lucent, All rights reserved,

In the text at the bottom of the pageew Users Register Here , click on the hyperlink

word Here.
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Result The first in a series of registration web pages is displayed for new uBkysré
A-2, “Registration Web Page for New Users (Step 1: Verify Registration Keys)” (p. 88)

Figure A-2  Registration Web Page for New Users (Step 1: Verify Registration Keys)

Alcatel-Lucent @

Lucent YPN Firewall - New

product Registration Step 1: Verify Registration Keys

A Quick Note about Registration...

The registration process takes place in 5 steps:

werify Keys

Enter Contact Info

Enter Product Info

Enter Username & Password
Review/\Verify and submit

[LENFRY R

Please be prepared to provide us with the following information:
Primary {and secondary if desired) Software license keys,
Contact information including names, email addresses, phone numbers etc,,
Brick serial numbers, purchase date, vendor brick was purchased from, and

» Registered Customers username and password for this account,

Login

You may also provide a textual description for the keys such as hostname
of the systern or another identifier for your tracking purposes.

Upon completion of your license key registration you'll be given the
installation license keys for the LSMS.

Enter Software License Key(s)

Primary License Key I

Description {optional) I

Secondary License Key (optional) I

Description {optional) I

Cantinue Clear |

Terms of use Privacy statement
Copyright @ 2007 Alcatel-Lucent, All rights reserved,

This web page is for entering the software license key that was provided when you
purchased the product. Optionally, you can enter some text which describes the
Primary and/or Secondary SMS or CS for which you are obtaining an installation key,
such as server name, location, software release/version, or any other information that
will help you associate the installation key with the specific machine or software
release being installed.
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3 Enter the software license key information for the Primary SMS (and Secondary SMS, if
desired).

In the Description (optional) field, enter any descriptive information that would help
identify the machine or software version for which the installation key is being obtained.
The Description field is optional.

Figure A-3, “Verify Registration Keys Information (Example)” (p. 88hows a sample
entry.

Figure A-3  Verify Registration Keys Information (Example)

Alcatel-Lucent @

Lucent ¥PN Firewall - New

Product Registration Step 1: Yerify Registration Keys

A Quick Note about Registration...

The registration process takes place in 5§ steps:

Werify Keys

Enter Contact Info

Enter Product Info

Enter Usernamne & Password
Review/Verify and submit

(LY

Please be prepared to provide us with the following information:
Primary (and secondary if desired) Software license keys,
Contact information including names, email addresses, phone numbers etc.,
Brick serial numbers, purchase date, vendor brick was purchased from, and

» Registered Customers username and password for this account,

Login

You may also provide a textual description far the keys such as hostname
of the systern or another identifier for your tracking purposes.

Upon completion of your license key registration you'll be given the
installation license keys for the LSMS.

Enter Software License Key(s)

Primary License Key IT 10209163082900000000FFDDAAIZZAAZ

Description (optional) |Iicemse key. main-1, primary SM3 R3.199

Secondary License Key (optional) I

Description {(optional) I

Caontinue Clear |

Terms of use Privacy staternent
Copyright @ 2007 Alcatel-Lucent, All rights reserved.

4 Click Continue to proceed to the next registration web page.
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Result The Customer Contact Information web page is displaydgufe A-4,
“Registration Web Page for New Users (Step 2: Enter Customer & Contact Info)”

(p. 90).

Figure A-4  Registration Web Page for New Users (Step 2: Enter Customer & Contact
Info)

Alcatel-Lucent @

Step 2: Enter Customer & Gontact Information

Lucent YPN Firewall - New
Product Registration

+ Step 1 - ¥alidate
Keys (Completed)

» Step 2 - Enter Please enter customer & contact information for this account.
Customer & Contact This information will be used for product notification
Info and account verification.

+ Step 3 - Enter (Figlds marked with a * are required)

Product Info

Step 4 - Enter
Username &

Customer Information

Password N
* Step 5 - Yerify & Last Name: |
Submit N
First Name: |
*
Company Name: |
Address 1: * I
address 2: [
"
City: |

State /Province: [

Zip/Postal Code: |

®
Country: I

Telephone Number: [

Alternate Teleph I
Number:

Fax Number: [

Email Address: |
Contact Information

Customer and Contact information are the same: [

Address 1: " [

Address 2: I

City: “

State/Province: |

Zip/Postal Code: " I

Country: * |

Telephone Number: I

Alternate Teleph I
Number:

Fax Number: |

Email Address: I
Cantinue

Termns of use Privacy staternent
Copyright © 2007 Alcatel-Lucent, all rights reserved.
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To Register a Software License Key and Obtain an Installation Key

This web page is for entering key customer contact information. Fields that are marked
with an asterisk (*) require an entry.

Enter your customer information and key contact information if a specific person should be
contacted about this product installation. Click the checkostomer and Contact

information are the same if the general customer information and key contact information

is the same. The Contact fields at the bottom of the page will be filled in with the same
information that was entered at the top of the page.
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Figure A-5, “Customer Information and Key Contact Information (Example)” (p.9®@ws
a sample entry.

Figure A-5  Customer Information and Key Contact Information (Example)

Alcatel-Lucent @

Step 2: Enter Customer & Contact Information

Lucent ¥PN Firewall - New
Product Registration

e Step 1 - Validate
Keys (Completed)

* Step 2 - Enter Flease enter customer & contact information for this account,
Customer & Contact This information will be used for product notification
Info and account verification,

. Step 3 - Enter {Fields marked with a * are required)

Product Info
« Step 4 - Enter
Username &

Customer Information

Password # "
s Step 5 - Verify & Last Name: |Dan|e\s

Submit
First Name: " |Juhn
Company Name: " |AEC Carporation
Address 1: " |?99 South Devonshire Road
Address 2: |
City: " |Aﬂanla
State fProvince: " |Geurg\a
Zip/Postal Code: " [rosm
Country: " |Umted States
Telephone Number: " [104gsE-T21z

Alternate Teleph I
Number:

Fax Number: I

Email Address: " |Jdame|s@abccurp.cum
Gontact Information

Customer and Contact information are the same: ¥

Address 1: " |?E|9 South Dewanshire Road
Address 2: [

City: " [etianta

State fProvince: " |Genrg\a

2ipfPostal Code: * |3D3D1

Country: " |Umted States

Telephone Number: " [104sEE-T212

Alternate Teleph I
Number:

Fax Number: I

Email Address: " |Jdame|s@abccorp.:um

Continug

Terms of use Privacy staternent
Copyright @ 2007 Alcatel-Lucent, all rights reserved.
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6 Click Continue to proceed to the next registration web page.
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Result The Product Information registration web page is displaygdure A-6,
“Registration Web Page for New Users (Step 3: Enter Product Info)” (g. 94)

Figure A-6  Registration Web Page for New Users (Step 3: Enter Product Info)

Alcatel-Lucent @

Lucent ¥PN Firewall - New

Product Registration Step 3: Enter Product Information

s Step 1 - validate
Keys (Completed)

® Step 2 - Enter Please enter product information for this account,
Customer & Contact This infarmation will be used for technical support
Info {Completed) and account verification.

{Figlds rmarked with a * are required)

Primary Software License
‘ 1102091630829DD000000FFDDAASZZAAZ
ey

Primary Software License . . )
o license key, main-1, primary SM5 R9.199
Description:

Hardware Model & Serial " gi s wodel numbers ||

Numbers: )
Brick 1 Serial Nurnber: I
Brick 2 Madel Number: I
Brick 2 Serial Nurnber: I
Brick 3 Model Number: I
Brick 3 Serial Number: I
Brick 4 Model Number: I
Brick 4 Serial Number: I
Brick 5 Model Nurnber: I
Brick 5 Serial Number: I
Brick 6 Model Nurnber: I
Brick & Serial Number: I
Brick 7 Model Nurnber: I
Brick 7 Serial Number: I
Brick 8 Model Nurnber: I
Brick & Serial Number: I

(If vou have more than & Bricks, you can
add them once the account has been created)

PURCHASED FROM

“

Company Name: I
*

City of Campany: |
. “

State/Province of Company: I

ZinfPostal Cods of Company: |

Country of Company: N I
Purchased Date * I
(YrY-MM-DD:

Cantinue

Terms of use Privacy statement
Copyright © 2007 Alcatel-Lucent. &ll rights reserved.
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This page is for recording the Bricks (by model and serial number) associated with this
SMS or CS installation and information about the vendor where the Brick(s) were
purchased.

7 Enter the Brick data and vendor information.
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Figure A-7, “Brick Hardware and Vendor Information (Example)” (p. $8pws a sample
entry.

Figure A-7  Brick Hardware and Vendor Information (Example)

Alcatel-Lucent @

Lucent ¥PN Firewall - New

Product Registration Step 3: Enter Product Information

e Step 1 - Yalidate
Keys {(Completed)

s Step 2 - Enter Please enter praduct information for this account,
Customer & Contact This information will be used for technical support
Info {Completed) X and account verification.

® Step 3 - Enter iFields marked with a * are required)

Product Info

» Step 4 - Enter
Username &
Password

* Step 5 - Yerify &
Submit

Primary Software License
Key:

1102091630829DD0O00000OFFDDAA

Primary Software License . . )
o license key, main-1, primary SMS R9,199
Description:

Hardware Model & Serial " Brick 1 Model Number: |50
Humbers: Brick 1 Serial Number: [50/139A85L4C8
Brick 2 Model Number: |150
Brick 2 Serial Number: |150/1B9E92P7HI
Brick 3 Model Number:
Brick 3 Serial Number:
Brick 4 Model Number:
Brick 4 Serial Nurnber:
Brick & Madel Numnber:
Brick 5 Serial Number:
Brick 6 Model Nurnber:
Brick & Serial Mumnber:
Brick 7 Model Number:
Brick 7 Serial Number:
Brick & Model Nurnber:
Brick & Serial Mumnber:

{If you have more than & Bricks, you can
add them once the account has been created)

PURCHASED FROM

*
Company Name; |Advanced Firewall Systems, Inc
City of Company: " |A\bany

State/Province of Company: * [Mewrark

Zip/Postal Code of Company: [1zem

Country of Company: " |Uniled States

Furchased Date * IZUD?-1 717

OrYY-MM-DD3:
Caontinue

Terms of use Privacy staternent
Copyright @ 2007 Alcatel-Lucent. All rights reserved.




9

Figure A-8
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Click Continue to proceed to the next registration web page.

Result The Username and Password registration web page is displBigdd A-8,
“Registration Web Page for New Users (Step 4: Enter Username & Password)” (

).

Registration Web Page for New Users (Step 4: Enter Username &
Password)

Alcatel-Lucent @

p. 97)

Lucent ¥PN Firewall - New
Pri i i

s Step 1 - Yalidate
Keys {(Completed)

» Step 2 - Enter
Customer & Contact
Info {Completed)

* Step 3 - Enter
Product Info
{Completed)

* Step 4 - Enter
Username &
Password

» Step 5 - Yerify &
Submit

Step 4: Enter Username and Password

Please enter a username and password for this account.

This information will be used to access this account,
{Fields marked with 3 * are required)

Username:
Password:

Yerify Password:

#

*

*

Continue |

Terms of use Privacy statement

Copyright @ 2007 Alcatel-Lucent, All rights reserved.

This web page is for entering the username and password that you will use to access
this Product Support and Registration website to register additional license keys and
obtain additional installation keys.

Enter a username, password, and re-enter the password.
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Figure A-9, “Username and Password Information (Example)” (p.s9®ws a sample
entry.

Figure A-9  Username and Password Information (Example)
Alcatel-Lucent @

Lucent ¥PN Firewall - New

Product Registration Step 4: Enter Username and Password

* Step 1 - Yalidate
Keys {(Completed)

s Step 2 - Enter Please enter a username and password for this account,
Customer & Contact This information will be used to access this account,
Info {Completed)} {Fields marked with 3 * are required)

Step 3 - Enter
Product Info
{Completed)
Step 4 - Enter
Username &

Password
» Step 5 - Yerify & . #
Submit Username: IdamBlSEE?
Password: " In.n.n.n

Yerify Password: " Illlllll‘

Continue |

Terms of use Privacy statement
Copyright @ 2007 Alcatel-Lucent, All rights reserved.

10  Click Continue to proceed to the next registration web page.
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Result The Verify Information and Submit registration web page is displayedufe
A-10, “Registration Web Page for New Users (Step 5: Verify & Submit)” (p.)99)

Figure A-10  Registration Web Page for New Users (Step 5: Verify & Submit)

Alcatel-Lucent @

Step 5: Verify Information and Submit

Lucent ¥PN Firewall - New
Product Registration

o Step 1 - Validate
Keys (Completed)
* Step 2 - Enter
Customer & Contact
Info (Completed)
* Step 3 - Enter
Product Info
(Completed)
Step 4 - Enter
Username &
Password
(Completed)
step 5 - verify &
Submit

Please review and verify all infarmation for this accaunt.
Click the Submit button at the bottom to create the account
ar click the Re-Edit button to return to Step 1. In addition,
5 left-side Menu provides links to re-sditing of any Step.

Primary Software License Key: 1102091630829DD00000D0FFDDAAIZZAAZ

Primary Software License
Description:

license key, main-1, primary S5MS R9.199

Customer Info - First Name:
Customer Info - Last Name:
Customer Info - Company Name:

customer Info - Address 1:

John

Daniels

ABC Corporation

799 South Devonshire Road

Customer Info - City: atlanta
Customer Info - State f Province: Georgia
Customer Info - Zip / Postal Code: 30501

Customer Info - Country:
Customer Info - Telephone:

customer Info - Email Address:

United States
404-555-1212

jdaniels@abecorp com

Contact Info - Address 1:

799 South Devanshire Road

Contact Info - City: atlanta
Contact Info - State / Province: Georgia
Contact Info - 2ip / Postal Code: 30301

Contact Info - Country:
Contact Info - Telephone:

Contact Info - Email Address:

United States
404-555-1212

jdaniels@abecorp cam

Hardware Model
& Serial Numbers:

PURCHASED FROM
Company Name:
City:
State/Province:
Zip/Postal:
Country:

Purchased Date:

Username:

Password:

daniels267

rr———

Submit | Fe-Edit

Lot of Uss Privacy statemant T TTTTTITITINAT A —— e
Copyright © 2007 Alcatel-Lucent. All rights reserved. 99
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11 Verify that all of the previously entered registration information is correct.

To change any of the previously entered registration information on any web page, click
the Re-Edit key and then click the bullet item hyperlink at the top left portion of the web
page to return to the page where the change(s) must be made.

If the information entered is correct, click tisibmit button.

Result The Registration Completed registration web page is displayed, showing that
the software license key is successfully registered and the installation key that was
obtained and should be used to install the SMS application.

Figure A-11, “Registration Completed Page Showing Registered Software License Key
and Installation Key Obtained (Example)” (p. 108Hows a sample page.

Figure A-11  Registration Completed Page Showing Registered Software License Key
and Installation Key Obtained (Example)

Alcatel-Lucent @

Lucent ¥PN Firewall - New : s
Product Registration Registration Complete

Thank you for registering a Lucent IP Security Product,
vou successfully registered the following keys:

Primary License Key Install Key Registration Date

1102091630829DD000000FFDDAA 2102091630829DD00D00D0DFFDDAA 2008-02-25
Primary LSMS 9.1 5 Bricks, 100 Users Description: license key, main-1, primary SMS R9.199

You can access your account via Registered Customers Login

Terms of use Privacy statement
Copyright ® 2007 Alcatel-Lucent. All rights reserved,

This license key and installation key information is also available when you log into

the Product Registration and Support website and accesRetfistered Keys web
page on the site.

END OF STEPS
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To register a software license key and obtain an installation key for upgrade or feature option

Use this procedure to register a software license key and obtain an installation key for an
SMS software upgrade or feature option using a previously registered license key. License
keys are “dependent” on each other. For example, if you have installed SMS Release 9.1
on a specific host using an installation key, and want to upgrade the same host to SMS
Release 9.2, the upgrade software license key will be dependent on the previously
registered license key used to obtain a key to install the Release 9.1 software. Complete the
following steps to register a software license key and obtain an installation key for an
upgrade or feature option using a previously registered software license key.

1 Go to https://vpn-firewall-brick.alcatel-lucent.com

Result The VPN Firewall Product Registration and Support Login page is displayed
(Figure A-12, “VPN Firewall Product Registration and Support Login Page” (p.)101)

Figure A-12 VPN Firewall Product Registration and Support Login Page

Alcatel-Lucent @

¥PN Firewall Product Registration and Support

Registered Customer Login

* Forgot Password ?

User Mame I

Password I

login

New Users Register Here.

Terms of use Privacy staternent
Copyright @ 2007 Alcatel-Lucent, Al rights reserved.
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Tip: if you completed théTo register a software license key and obtain an installation
key as a new user” (p. 8§)rocedure and are on the Registration Completed page
(Figure A-11, “Registration Completed Page Showing Registered Software License Key
and Installation Key Obtained (Example)” (p. 1R0dnd are ready to register a

software license key for an upgrade, you can also bring up the VPN Firewall Product
Support and Registration Login page by clicking thegistered Customers Login

hyperlink text on that page.

2 Log into the VPN Firewall Registration web page by entering your registered username and
password (which you created 8tep 9of the “To register a software license key and
obtain an installation key as a new user” (p. @8dcedure).
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Result The VPN Firewall Registration web page is display€iygre A-13, “VPN
Firewall Registration Web Page” (p. 108hows a sample page).

Figure A-13

Customer Account
*** daniels267 ***

Downloads

Register New Keys
Registered Keys
Customer
Information
product Information
cChange
UsernamefPassword
Support Policy
Contact Support
Logout

VPN Firewall Registration Web Page

Alcatel-Lucent @

ADVISORY INFORMATION

December 2007
9.2 Release Notes
December 2007 Information
October 2006
Lucent Security Management Server Upgrades Now Available Dn-Line!
October 2006 Information
September 2006
What's New in 9.1
September 2006 Information
August 2006
Recommended power installation for the Lucent ¥PN Firewall Brick Portfolio
August 2006 Information
May 2006
MNote: Activating Bricks (50, 150) with USB Flash Drives
May 2006 Information
January 2006
What's New in 9.0

January 2006 Information
Advisories November 2005

Response to NISCC Yulnerability Advisory 273756
NISCC Yulnerability Advisory 273756 describes vulnerability issues associated

with the Internet Security Association and Key Management Protocol
{ISAKMP). This is a joint advisory issued with CERT-FI (CERT-FI #7710).

November 14, 2005 Advistory

Response to US-CERT Yulnerability Note YU#102014
US-CERT Yulnerability Note YU#102014 describes a vulnerability issue

associated with the Transmission Control Protocol {TCP) congestion control
algorithm.

November 10, 2005 Advistory
March 2005
What's New in 8.0
March 2005 Information
Advisory October 14, 2004

Certificate expiration in LSMS and Lucent IPSec Client on November 16, 2004,
Please contact Lucent World Wide Services at 1-866-Lucent-8, prompt 4 (1-

866-582-3688) for assistance with this software upgrade, reference 11716
software patches.

Nowvember 16, 2004 Fix

Terms of use Privacy SEatemmant vue e sssssiesssssstiestiestsestssestssmmmmnsressrenins
Copyright @ 2007 alcatel-Lucent. all rights reserved.
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3 Click on Registered Keys to display a list of previously registered keys.

Result The Registered Keys web page is displayed, showing a list of previously
registered keysHigure A-14, “Registered Keys Web Page” (p. 104)

Figure A-14  Registered Keys Web Page

Alcatel-Lucent @

Customer Account
**% daniels267 *** REGISTERED KEYS

Note: all the registered keys for the account are listed here.

s Advisor
¥’ Expired subscription keys are shown in purple.

¢ Downloads
» Register New Keys
& Registered Keys

* Customer . Key Registration
Information License Key Install Key

¢ Product Information pate

e Change 110209163082900000000FFDDAA 210209163082300000000FFDD& A 2008-02-25 13:59:12
UsernamefPassword ) ) _ ) )

+ Support Policy Primary LSMS 9.1 § Bricks, 100 Users Description: license key, main-1, prirary sMs  EDIT |

* Contact Support
* Logout

Terms of use Privacy statement
Copyright @ 2007 Alcatel-Lucent, All rights reserved,

It is recommended that you print out this page and note which installation key was
used to install the previous SMS release on the specific machine that is being
upgraded. The new installation key that you will obtain for an upgrade or feature
option will depend on the installation key used for the previous release and must be
selected when you register a license key and obtain an installation key for the
upgrade/feature option.

You can also find out which installation key was used to install the previous SMS
release on a host by logging into the SMS GUI on that host and sela¢tipg>
About from the menu bar.

The About window is displayed, showing general information about the SMS and
Brick software version software that is being supported on the SMS host on which you
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are currently logged inFigure A-15, “SMS Help > About Window” (p. 105%hows a
sample window).

Figure A-15  SMS Help > About Window

& About Lucent Security Management Server 7 x|

Security Management Server

Copyright 1997 - 2008 Alcatel-Lucent.

i
; LSMS Hame |joerich-c1 (Primary LSMS)
\

LSMS Software Version [9.3.185

Brick Software Version |9.3.185

Previous ‘
installation key ‘ T T TSt TS T
| Eabled Tosturan 25 Managed Bricks =
PDG Accounting Enabled
Lawful Intercept Enabled
BYG/BPG Enabled

NOE Application Fiter Enabled

Install Key.|2104092ﬁ309100m1000mDM

) ok

Click OK to close this window.

On theRegistered Keys registration web page (or the VPN Firewall Registration web
page, if you are on that page), click ®egister New Keys .
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Result The Register New Keys web page is displayEdygre A-16, “Register New
Keys Web Page” (p. 10B)

Figure A-16  Register New Keys Web Page

Alcatel-Lucent @

Customer Account
w4+ daniels267 *++ REGISTER NEW KEYS

Note about the registration of multiple keys...

e Advisory
. an_nluads Please register multiple keys one at a time, registering
* Register New Keys LSMS Primary and Secondary keys first {if any), then
* Registered Keys registering Upgrade, Option, and Subscription keys,
s Customer The description field is optional, you may use it for
Information _trackiljg rmachine names, project names, or other
o Product Information identifiers,
e Change
UsernamefPassword

* Support Policy
» Contact Support
* Logout

New License Keyl

Description I

Submit | Clear

Terms of use Privacy staternent
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In the New License Key field, enter the software license key of the upgrade or feature
option.

In the Description field, enter any descriptive information that would help identify the
machine or software version for which the installation key is being obtained. The
Description field is optional.
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Figure A-17, “Register New Keys Upgrade License Key Entry (Example)” (p. 107)
shows a sample entry.

Figure A-17  Register New Keys Upgrade License Key Entry (Example)

Alcatel-Lucent @

Customer Account
**+% daniels267 *** REGISTER NEW KEYS

Note about the registration of multiple keys...

e Advisory
® Downloads Please register multiple keys one at a time, registering
LEMSE Primary and Secondary keys first {if any), then

® Registered Keys registering Upgrade, Cption, and Subscription keys,

s Customer The description field is optional, you may use it for
Information _trackiljg rmachine names, project names, or other

* Product Information identifiers.

e Change

UsernamefPassword
Support Policy
Contact Support
Logout

New License Key |1 10409263082823400000FFDDAA,

Description |Iicense key, main-1,primary SMS F9.2]

Submit | Clear

Terms of use Privacy staternent
Copyright @ 2007 Alcatel-Lucent, All rights reserved.

6 Click the Submit button.
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Result A Register New Keys confirmation window is displaydeiqure A-18,
“Register New Keys Confirmation Window” (p. 108)

Figure A-18  Register New Keys Confirmation Window

Alcatel-Lucent @

Customer Account
**% daniels267 *** REGISTER NEW KEYS

« advisory Please confirm the new key

* Downloads . ) . . : )

# When reqgistering Option or Subscription kevys, associate them with the intended Primary
LSMS' License key from the dropdown box, The association allows your LSMS {see New
Feature Setup) to accept the install key.
Upgrade keys may or may not be associated. Generally, if you're upgrading from

® Registered Keys
* Customer

Information ) versions greater than 7.2 then you should select the corresponding LSMS' license key.
s Product Information Otherwise, you may not select anything.
e Change
';'“"“:tm:fl!’a““"’"d 1104092630828 23400000FFD DAL Description: license key,main-1,primary SMS,R9.2
& Support Policy
« Contact Support for upgrading LSMS with
s Logout no ather key ﬂ

Register Key | Cﬁnce\l

Terms of use Privacy statement
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This window is for associating the previously registered license key that was used to
obtain the installation key for the prior SMS release with the software license key for
the software upgrade.

7 Click the down arrow to the right of the field below the upgrade license key description
and select the previous software license key of the prior release and host machine to be
associated with the upgrade license key.
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Figure A-19, “Register New Key Confirmation Window, Selecting Associated License Key
From Previous Release (Example)” (p. 1@9pws an example of selecting an associated
license key.

Figure A-19

Register New Key Confirmation Window, Selecting Associated License

Key From Previous Release (Example)

Customer Account
*** daniels267 ***

Advisory
Downloads

Registered Keys
Customer
Information

Product Information
change
UsernamefPassword
Support Policy
Contact Support
Logout

Alcatel-Lucent @

REGISTER NEW KEYS

Please confirm the new key

» ‘When registering Option or Subscription keys, associate them with the intended Primary
LEME' License key from the dropdown box, The association allows your LEMS {see New
Feature Setup) to accept the install key,

# Upgrade keys may or may not be associated, Generally, if you're upgrading from
versions greater than 7.2 then you should select the corresponding LSMS' license key.
Otherwise, you may not select anything.

110409263082B23400000FFDDAA Description! license key,main-1,primary SMS,R9.2
for upgrading LSMS with

Dies ion; it

Register Key | Cam:e\l

Terms of use Privacy statement
Copyright @ 2007 Alcatel-Lucent, All rights reserved,

Click the Register Key

button.
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Result A Registration Completed web page is displayed, showing that the upgrade
license key was successfully registered and an installation key was obtained for
installing the SMS software upgrade.

Figure A-20, “Registration Completed Page, Successful Registration of Upgrade
License Key and Installation Key Obtained (Example)” (p. 188pws a sample
window.

Figure A-20  Registration Completed Page, Successful Registration of Upgrade
License Key and Installation Key Obtained (Example)
Alcatel-Lucent @

¢ advisory Note: All the registered keys for the account are listed here.,
Expired subscription keys are shown in purple,

Customer Account
*%% daniels267 *** REGISTERED KEYS

* Downloads
* Register New Keys

R ered Keys Key Registration Successful!
® Customer

Information )
e Product Information Install Xﬁr Key Registration 0.1:!.1*
# Change 1

140132530828234 230D FFL
Username fPassword = S 5 =
& Support Policy
* Contact Support

Eoi | '

& Logout 1102091630829DD000000FFDDAA 210209163082900000000FFDDAA 2008-02-25 13:59:12
Primary LSMS 9.1 5 Bricks, 100 Users Description: license key, main-1, primary SMS EDIT |

110409263082B23400000FFDDAA 210409263082B23429DD0OFFDDAA 2008-02-27 17:11:40
Primary LSMS 9.2 Upgrade 5 Bricks, 100 Users Description; license key,main-1,primary SM3,R9  EDIT |

Terms of use Privacy staternent
Copyright @ 2007 Alcatel-Lucent. all rights reserved.

END OF STEPS




B SMS Hardening Guidelines

Overview

Purpose

This appendix provides information on how to harden the server on which the management
platform is installed to ensure that the management platform is as secure as possible. The
Alcatel-Lucent Security Management Server (SMS) platform is the centralized management
platform that is required in order to configure, monitor, and manage the Alcatel-Lucent

VPN Firewall BricK" Security Appliances. This management platform is available as a
separate application and can be installed dviierosoff® Window®, Microsoff® Vista®, or

SurP Sparc-base®@olaris® platform. The solution also offers a Remote Navigator

capability, which enables a user odindow®, Vistd®, or Solari®-based workstation to

access the management platform remotely.

The information contained herein are only guidelines and recommendations. Individual
network configurations and operational tools may result in differences in actual hardening
implementations. In addition, be sure to reference any additional information from the
server and underlying operating system manufacturer, along with reference information on
any additional applications that may be installed on the management server for more
details.

Contents
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SMS and Operating System Hardening Guidelines

General SMS hardening recommendations

For maximum security, Alcatel-Lucent recommends that the management platform (SMS)
be placed on its own server in a secure zone protected by an Alcatel-L\ie&hFirewall
Brick® Security Appliance. The administrator would then utilize the Alcatel-Lucent SMS
platform to configure thedministrativezonaising the pre-defined rulesets (refer to the
Pre-Configured VPN Firewall Brick® Device Zone Rulesgppendix in theSMS Policy

Guide for additional information.

In addition to the above recommendation, the underlying operating system on which the
SMS is installed should be hardened. This will provide an additional layer of security from
internal attacks as well as an added layer of security for networking environments, where
the customer is not in a position to deploy a Brick device withadministrativezone

Operating system hardening recommendations

The following are recommendations for hardening the underlying operating system for
platforms that are running the Alcatel-Lucent SMS or Remote Navigator applications:
e Ensure that you are running the latest patches from the operating system vendor.

e Implement the hardening guidelines recommended by your operation system platform
vendor.

e Ensure that only the required services are running on the platform.
e If additional applications are running on the system being used for the Alcatel-Lucent

SMS and/or Remote Navigator products, ensure that the latest patches and any specific

hardening guidelines for those other applications are implemented.

e Implement higher security passwords for system login, application login, and remote
management capabilities.

Recommended patches

As vulnerabilities may get published frequently, it is recommended that you regularly
review theSur® Solaris®, Microsoff® Window#, andMicrosof® Vista#® support facilities to
ensure that new patch updates are downloaded and installed whenever necessary.



SMS and Operating System Hardening Guidelines

General application hardening guidelines

In addition to the general hardening guidelines provided in this appendix, further security

information can be found at:

e The Center for Internet Security. This organization provides a wealth of information on
securing your platform. The Center for Internet Security’s tools and benchmarks can be
found at http://www.cisecurity.org

e Specific guidelines from your hardware and operating system manufacturer. These
guidelines can be found (by vendor):

e For Sur® Solaris®, http://www.cisecurity.org/bench_solaris.html

e  For Microsoff® Window® and Vista®, http://www.cesecurity.org/bench_windows.html

Services and port access

In general, your management platform should enable only the services needed by the
applications that are running on the platform. The required services are highly dependent on
the specific operational and networking needs of the environment in which you are
deploying the SMS, Remote Navigator, and any additional applications that you may be
installing on the same platform, along with the specific security requirements that should be
followed in your data center.

The following table provides a listing of the services that are required for operating the
Alcatel-Lucent SMS and Remote Navigator products.

Port Service Type Port Usage

80 http/httpd TCP Used by Alcatel-Lucent SMS for
Remote Navigator download and for
displaying reports using the SMS
Navigator. This is a configurable port
and is set at install time with a default
value of 80.

900 TCP Port 900 is used to allow any Brick
connected to the Alcatel-Lucent SMS
to send audit data to the SMS and
rqeuest the application to download the
Brick.

7000 TCP Used by the Alcatel-Lucent SMS to
accept connections by the remote/loca
Alcatel-Lucent SMS Navigator.

7001 TCP Used by the Alcatel-Lucent SMS
Database Utility to accept

connections/transactions for its hosted
database.
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Port

Service

Type

Port Usage

8161-User
Configurable

UbDP

Used by the Alcatel-Lucent SMS for
SNMP traffic - changed from default
port of 161 during local installation of
the system as system agent is using
SNMP portl61. The SMS agent is
configured to use 8161 port.

9000

TCP

Port 9000 is used to allow any Brick
connected to the Alcatel-Lucent SMS
to send audit data to the SMS and
request the SMS to download the
Brick.

9004

Unknown

TCP

Port 9004 is used to allow other
Alcatel-Lucent SMS processes to sen
audit data to the logger.

9005

Unknown

TCP

Port 9005 is used to allow other
RealSecure Engine to communicate t
the Alcatel-Lucent SMS and send aud
data to the logger.

9007

Unknown

TCP

Port 9007 is used for internal
Alcatel-Lucent SMS communications
between Admin service and User Autt
service.

9008

Unknown

TCP

Port 9008 is used for Alcatel-Lucent
SMS communications between Admin
service and User Auth service.

9009

Unknown

TCP

Port 9009 is used for internal
Alcatel-Lucent SMS communications
for setting up scheduled tasks like
backup and FTPing of audit logs.

9010

Unknown

TCP

Port used for Firewall User
Authentication

9011

Unknown

TCP

Port used for Firewall User
Authentication

9012

Unknown

TCP

Used for internal Alcatel-Lucent
communications with the Admin
service

9019

Unknown

TCP

Used for Alcatel-Lucent SMS CLI
communication

9041

Unknown

TCP

Port 9041 is used by Alcatel-Lucent
SMS to send alarms

9090

http-admin

TCP

Used in the case of redundant SMS
servers for database synchronization

N
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Port Service Type Port Usage

9091 xmitec-xmimail TCP Used in the case of redundant SMS
servers for database synchronization

9092 Unknown TCP Used in the case of redundant SMS
servers for database synchronization

As an additional recommendation for hardening the operating system, if the use of
multicast packets is not needed on the management platform, disable these functions.

For aSur® Solari®-based system, this can be performed using the following commands
while logged in asroot:

e /usr/sbin/ndd -set /dev/ip ip_respond_to_echo_multicast 0

e /usr/sbin/ndd -set /dev/ip ip6_respond_to_echo_multicase 0

e /etc/init.d/network restart

Application patches

It is recommended that you install the latest patches for all applications that may be
installed on the operating system. This includes patches to the Alcatel-Lucent SMS and
Remote Navigator products, which are available at the VPN Firewall Product Registration
and Support website, https://vpn-firewall-brick.alcatel-lucent.com

Contact the vendor of your other applications for information about how to obtain the latest
patches and versions.

Password security

User and administrator access to operating system, remote management (such as SNMP),
and applications should be password-enabled using strong password enforcement
mechanisms. The Alcatel-Lucent SMS provides strong password enforcement and it is
recommended that this capability be enabled on this system. Refer tdsthg the
Configuration Assistanthapter in theSMS Administration Guidér information on

enabling strong password enforcement.

The Alcatel-Lucent SMS application also includes SNMP-based capabilities to integrate
with network management systems. The SNMP facilities are initially configured to a
standardpublic community string for access to the SNMP reporting information. While the
SNMP agent that is included in the SMS provides read-only access to information, it is
recommended to also modify the community string to something that meets your strong
password security requirements.

Do the following to modify the Alcatel-Lucent SMS SNMP community string:
1. Log into the Alcatel-Lucent SMS platform as administrator.

2. Bring up the Configuration Assistant.

3. Double-click on the SNMP Agent category.
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4. Change the SNMP Read Community String frpablic (the default value) to a

custom value
5. Modify the community string on the SNMP management station to match the new
community string that you set for the Alcatel-Lucent SMS application

For the operating system and other applications that may be running on the management
platform, consult the appropriate guides.
L]



C License Terms for Third Party Software

Overview

Purpose

This appendix contains information about licensing terms and agreements for third party
software.

(]
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License terms for third party software

Copyright 2006 IronPort Systems, Inc.
All Rights Reserved

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Net-SNMP

Various copyrights apply to this package, listed in various separate parts below. Please
make sure that you read all the parts.

---- Part 1. CMU/UCD copyright notice: (BSD like) -----

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California
All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appears
in all copies and that both that copyright notice and this permission notice appear in
supporting documentation, and that the name of CMU and The Regents of the University
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of California not be used in advertising or publicity pertaining to distribution of the
software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU
OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY
SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

---- Part 2: Networks Associates Technology, Inc copyright notice (BSD) -----
Copyright (c) 2001-2003, Networks Associates Technology, Inc All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e Neither the name of the Networks Associates Technology, Inc nor the names of its
contributors may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 3: Cambridge Broadband Ltd. copyright notice (BSD) -----

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd. All rights
reserved.
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Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e The name of Cambridge Broadband Ltd. may not be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER TAS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 4: Sun Microsystems, Inc. copyright notice (BSD) -----

Copyright © 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California
95054, U.S.A. All rights reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks
of Sun Microsystems, Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are

permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

¢ Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may
be used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
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MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 5: Sparta, Inc copyright notice (BSD) -----
Copyright (c) 2003-2008, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e Neither the name of Sparta, Inc nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 6: Cisco/BUPTNIC copyright notice (BSD) -----

Copyright (c) 2004, Cisco, Inc and Information Network Center of Beijing University of
Posts and Telecommunications.

All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications,
nor the names of their contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 7: Fabasoft Software GmbH & Co KG copyright notice (BSD) -----
Copyright (c) Fabasoft Software GmbH & Co KG, 2003 oss@fabasoft.com
Author: Bernhard Penz

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e The name of Fabasoft Software GmbH & Co KG or any of its subsidiaries, brand or
product names may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER TAS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
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LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

POSSIBILITY OF SUCH DAMAGE.
(]
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